a2
DE4A»

DIGITAL EUROPE FOR ALL

D4.12 Moving AbroaeFinal running phase

Document Identification
Status i Due date 31/03/2023
Version . Submission Date 03/05/2023

Related WP WP4 Document Reference  [nZ¥wi
Related D4.9,D4.10, D4.11  [IBIEEEIniEleiNEVEIREG N PU
Deliverable(s) D6.3
Lead Participant SU Lead Author Fredrik Lindén (SU)
Contributors Gérard Soissol(CTIE) BzEVENES ¢2YFO Yf 26dz
TiagoCatarino(AMA) Alberto Crespo (Atos)
Alenka;, dzONgfec
(SKIMPA), Javier
Ferrero,Javier Baena
Eduardo Moreno
(SGAD)Daniela
Patlagear(MoAl)

MovingAbroad, implementation, infrastructure, testing

Disclaimer for Deliverables with dissemination level PUBLIC
This document is issued within the frame and for the purpose oBXaéAproject. This project has received funding from the European
I Y A Hgri@an2020 Framework Programmaeder Grant Agreement N870635The opinions expressed and arguments employed herein
do not necessarily reflect the official views of the European Commission.
WeKS RAZASYAYIiA2Y 27F (KA wieiRahdideEGrghdan Gdniss®isi riot rexpdiisle fir krfy use thal My N &
be made of the information it contain$his deliverable is subject to final acceptance by the European Commission
This document and its content are the property of bBE4AConsorium. The content of all or parts of this document can be used and
distributed provided that thédE4Aproject and the document are properly referenced.
EachDE4APartner may use this document in conformity with tB&4AConsortium Grant Agreement provisions
(*) Dissemination levePU Public, fully open, e.g. weBO:Confidential, restricted under conditions set out in Model Grant
AgreementCl:Classifiedint =Internal Working Document, information as referred to in Commission De@§i0h/844/EC.



N ldp
DE Digital Europe
For All

D4.12 Moving Abroad Final running phase

Documen t Information

Name Partner
Fredrik Lindén SuU
Javier Baena SGAD
Gérard Soisson CTIE
TiagoCatarino AMA
Alenka¢, dzCN&mec SIMPA
Javier Ferrero SGAD
Eduardo Moreno SGAD
Daniela Patlagean MoAl

Document History

Version Date Change editors Changes
0.1 25/02/2023 | Fredrik LindérfSU) | Initial version ofdlocument
0.2 06/03/2023| Fredrik Lindén Added Use Value learn
0.3 31/3/2023 |Fredrik Lindén Questionnaire feedback
0.4 04/04/2023| Fredrik Lindén User interviews
0.5 17/04/2023| Fredrik Lindén MS input on effort
0.6 19/04/2023| All MS WPMS and Atosreview
0.7 20/04/2023| Fredrik Lindén Added Questionnaire input
0.8 24/04/2023| All MS Final valuation of efforts and other input
0.9 25/04/2023| SentQA As after final Connectathon
0.91 26/04/2023| Fredrik Lindén Gonsideration of reviewers comments
0.92 27/04/2023| Alberto Crespo, Sent to Atos forQA
FredrikLindén
0.99 02/05/2023| Jula Wells (ATOS) |Format review for submission ‘
1.0 03/05/2023| Ana Pifiuela (ATOS] Final for submission ‘

Quality Control

Role Who (Partner short name) Approval Date
Deliverable leader Fredrik LindérfSU 28/04/2023
Quality manager Julia Wells (ATOS) 02/05/2023
Project Coordinator Ana Pifiuela Marcos (ATOS) 03/05/2023
Document hame: D4.12 Moving Abroad - Final running phase Page: 2 of 53
Reference: D4.12 |Dissemination: |PU |Version: 1.0 Status: Final




T,

¥ igital Europe
D4.12 Moving Abroad Final running phase DE4A ==

Table of Contents

[ ToTod Wl T=T oY Y01 g = 11T o] o WO 2.
TADIE OF CONIENTS. ...eeiiiii ittt e e et e e e e s s bbb e e e e e e e e bbb e e e e e e e e nnnnrees 3
(IS 00 N 1= ][RP PPPPPR 5
LIST Of FIQUIES ... eeeeeee ittt e e s et e e e e e e e e e e e e s e b e e e e e e e e e nnneeeeeas 6
IS Ao el £0] 0171 0 PPPPPPPRRRPRSY 4
EXECULIVE SUMIMAIY.....ceiiiiiiiiiiiiii ettt e e e et e e e e e e e e e e e s e e e e e e e e nnnneeeeeeeas 8
R [ 10T U7 1o o IO PSP PPPPP R PPPUPPPTPR 10
1.1 Purpose Of the OCUMENL.......uuuiiieiiiiiiiee et ee e e eeees 10
1.2 Structure of the dOCUMENL...........cooi e a e e e e e e e e e e e e e e e e 10
2 Final achieved status Of PIlOL..........cooiiiiii e 11
2.1 Catalogue Of SErVICES and STALLIS. ........c.uvieiiiee et e e e e e e e e e annes 11
2.1.1 Use cases and Pilot SCENATIOS. .........uiiiiiiiiiiiiiiee et e e 11
2.1.2 Pilot environments (Data Evaluators and Data OWNEIS)..........ccuvvvveeeiiiiiiineeeeennnns 14
2.2 Suggestions to mitigate infrastructure delays.........cccocuiiiiiiiieiiieiieeeereeeeeee e, 14
2.3 Achieved interoperability StAtUS...........ccuueiiiiiii e 16
2.3.1Use cases 1 & 2 (FUNCLIONAl SCOPE)......uururiiiiiiiiiiiiiieiiiee e 16
2.4 UPAALES IN MEIIICS .....eiieeie ettt e e e e e e e e e s e nnnb e e e e e e e enneees 17
3 Pilot success criteria related to pilot diMensianNS............ccccoooee i 18
3.1 Goals and Pilot SUCCESS CIILEEIAL. .. ...iiuevrriiiee e ettt e e e e e e ennnes 18
I o 1 o e 141 0 TS] o] o - PSR SPPPPRP 20
3.2. 1 CHtiZEN PEISPECHIVE......ciieii e e e e e e e e e e aaaaaaaaaaeens 21
3.2.2 Administrative users and Member State perspeclive........cccvvvvveeeeeieeeieeieeieeeeeeeenn 30
3.2.3 Data OWNET PEISPECHIVE.......uuiiiiieiiiiiiiiiee e ettt e et e e e e r e e s e aeeeas 33
3.2, SUCCESS STOMIES. c.iiieiiieieee e ettt e e e e e e e et e e e e e aaaaaaaaaaaaeaaaeas 35
3.25 Member States PEerSPECHVE..........cooii i e e e e e e e e e e e e 36
3.2.6 Overall lessons learnt and Pilot Adoption Considerations...............cccvveeveeeernenne 36
3.3 Technical COMMON CHIEEIIA. ... ..uuuuuuirriiiiiiiiiierie e e e e e e e e eeeaeeeaaaaaeaeeeeeeseasssaasaansasnnnnnnnnnnes 45
O 1[0 = o To=To [ ] £ PP a7
4.1 Cross border testing apprOaCh..........coooi i 47
4.1.1General @pPProaCh........cooiiiiiiiiii i AT
4.1.2 CONNECIAINONS. ... ..o e e e e e e e e e e e e e e e e e e e e e e e eeaeeaeeaaeaaeaananns a7
429y R dzaSNEQ Sy3aFr3aSYSyid LINRPAINBAA..LY.R.RAMISYAY!I
4.2. 1 ENd USEr INVOIVEMEIL........coiii ittt e e e e e e e e e e e e e e e e e e ae e e e e s e e e s e asaaananns 47
4.3 Pilot governance and internal progress rERQLL............uuuuuuiueeiiiriiiiieeieeeeeeeeeeeeeeeaaaaaaaaaaaeess 48
4.4 Knowledge exchange among pilot Partners...........ccvveeeeeeiiviiiieeeeee s 48
4.5 Stabilisation of pilot experience and USer SUPPOIL.......cooii i eee e 48
4.6 Suggestions for extended fuNCtioNS PEITIOL.............uuiiiiiiiiiiiiiieeer e e 49
4.6.1 Functional and technical iIMProVEMENL. .......cooiiuiiiiiiee it 49
Document name: D4.12 Moving Abroad - Final running phase Page: 3of 53

Reference: D4.12 |Dissemination: |PU |Version: 1.0 Status: Final




o
DE4A

Digital Europe

D4.12 Moving Abroad Final running phase For Al
4.6.2 Suggestions for pilot procedures improvement............oooeei i eeee e 49

5 Conclusions and major aChIEVEMENLS. ...........uuiiiieeeiiiiieee e e e 51

LS =T =] o7 =T 53

Document hame: D4.12 Moving Abroad - Final running phase Page: 4 of 53

Reference: D4.12 |Dissemination: |PU |Version: 1.0 Status: Final




N

D4.12 Moving Abroad Final running phase DE4A il fureee

List of Tables

Table 1: Overview of piloted combinations and USE CASES...........cccuvuiiiiriieiieeee et reeee e e e e e e snnnes 11
Table 2: Type of environments iNVOIVBANE PIlOt...........c..uviiiiiiiiee e 14
Table 3: Moving Abroad Pilot GOAUS.........ccooiiiiiiiiiiei e e e nerreee e 18
Table 4: Success Criteria for Data EVAIUALOLS............uviiiiiiiiiieei e e e 18
Table 5: Success Criteria fOr Data OWILEES ........ooiiiieiiiiiitieeeeee e e e e e ettt et e e aaaeeeeessasnnbreereeeaeaeeeaeesaaannnes 19
Table 6: Success Criteria for citizens applying $BINECE.............cccvviiiiiiiee e 19
Table 7: Success Criteria for evaluation of COmMmMON COMPANENTS..........cevviiiiieiieieee e e e 20
Table 8: Summary of pilot goal eValuatiOn............c..uuiiiiiiiiecc e e e e e e nnnes 20
I 1o (I T O 4 (=T o o 1 = PP TPPRPN 24
Table 10: DUration Of PrOCEAULE ... .....oii ittt e e et e e et e e s e nr e e e s e anbbe e e e e annnes 27
LI o] (ST R O 1 (=T T o T = 5 2 PP 28
Table 12: Quality of Certificate/ Base RegiStry atal............eeiiiiiiiieeiiiiiiiee et 31
Table 13: Processing Of CitiZEN GALA.........cuiiiiei it e e e e e s e s s e e eeeeeeeeeesseannne 31
Table 14: Estimated Denefits t0 DE............e e e e e e e e 32
TaDIE 15: CrItEIION Al ettt e ettt ettt e e e e e e s e s a e bbbt et e et e eaaeaeeesaaasnbbeaeeeeeaaeeeaaesaaanne 32
Table 16: Research qUESHION.D2...........coooiiiiiee e ettt a e e e e e aeaaaaas 33
Table 17: Research qUESHION.D3..........oii ittt e st e e s s b e e e e nnees 33
LI o1 L= S @ (=T T o T P ERUPPPR 33
Table 19: Estimated Denefits t0 DIO.........uuuiiiiiiiie i e e e e e e e st e e e e e e e e e e nnne 34
LI L0122 0 R @ 1 (=T T o T o P ERUPPPR 34
Tabk 21: Research qUESHION D2..........coooiiiiiiiiee e et e et a e e e e e aaaaaaas 34
Table 22: Research qUESHION.D2............oooiiiiiee e et a e e e e e aaaaaaas 34
Table 23: Estimated DENefitS t0 MS...... ... it e e e e e e e e e 36
LI o1 S @ (=T T o T o PP ERRPPPR 36
Table 25: Estimation of effort for the Y&ittern approach...........cccoovveviiie e, 36
LI o1 A @ (=T T o T P ERRUPPR 37
QLI o1 (=22 A @ 1 (=T T o T o PSR 38
Table 28: CriteriON C3..... e ettt ettt e e e e e e s e e e bbb bt e et e e aaaaeeeesaaabnbbeseeeeaaeaeeaaesaaannen 38
Tabk 29: Lessons learnt from analysisS and deSigN..........uuiiiieiiiei e e e e e e 38
Table 30: Lessons learnt from implementation and.1eSt.............uuuiiiiiiiiii e 40
Table 31: Lessons learnt from semantic, technical and organizational/legal activities................cccuue.... 43
Table 32: Lessons learnt on new government MAdelS........cccoveeeviiiicicciiiiiiiiieeeeee e ceineieeeeee e A
Table 33: Reflection per Technical Common Crteria...........ccoeviiiiiieiiiiee e e e 45
Document name: D4.12 Moving Abroad - Final running phase Page: 5 of 53

Reference

: D4.12 |Dissemination: |PU |Version: 1.0 Status: Final




N

D4.12 Moving Abroad Final running phase DE4A il fureee

List of Figures

Figure 1: Deregistration the final step in evidence exchange 12
Figure 2: Internal Deregistration flow 12
Figure 3: Croslorder interoperability status in Use cases 1 and 2 16
Figure 4: Distribution of Cltizenship 21
Figure 5: Familiarity with Online Public Services Usage 21
Figure 6: Which Service was used 22
Figure 7: In which Country is the service located 23
Figure 8: Required Effort 24
Figure 9: Clarity of Procedure 25
Figure 10: Simplicity of Procedure 25
Figure 11: Number of errors and interruptions 26
Figure 12: Language 26
Figure 13: Overall user experience 27
Figure 14: Overall Duration of Procedure 27
Figure 15: Perceived Security and protection of privacy 28
Figure 16: Perceived control when moving own citizen data 29
Document name: D4.12 Moving Abroad - Final running phase Page: 6 of 53

Reference: D4.12 |Dissemination: |PU |Version: 1.0 Status: Final




D4.12 Moving Abroad Final running phase

o
DE4A

List of Acronyms

Abbreviation /

acronym Description

AS4 Applicability Statement 4

CET Canonical Evidence Types

DE Data Evaluator

DE4A Digital Europe 4 All

DNS Domain Name System

DO Data Owner

DPO DataProtection Officer

DR Data Requestor

DT Data Transferor

Dx.y Deliverable number y, belonging to WP number x
EESSI Electronic Exchange of Social Security Information
elD Electronic Identity

elDAS Electronic Identitiesnd Trust Service@nfrastructure)
ESSPASS European Social Security Pass

GDPR General Data Protection Regulation

IdP Identity Provider

MA Moving Abroad

MOR Multilingual Ontology Repository

MVP Minimum Viable Product

MS Member State

NUTS Nomenclature oterritorial units. Territorial Units forstatistics
OOP TS Once Only Principle Technical System

S&N Subscription and Notification pattern

SDG Single Digital Gateway

SDGR Single Digital Gateway Regulation

SME Small and Mediunrsized Enterprises

SML Service Metadata Locator

SMP Service Metadata Publisher

UCx Use Case x

EUDI EU Digital Identity oldentifiers

usil UserSupported Intermediation

0).4 UserExperience

WP Work Package

Document name:

D4.12 Moving Abroad - Final running phase Page: 7 of 53

Reference:

D4.12 |Dissemination: |PU |Version: 1.0 Status: Final




D4.12 Moving Abroad Final running phase DEZ4A £t

Executive Summary

This documenisthe final report on the DE4MovingAbroad pilot, providing conclusions and lessons

learnt from piloting the cros$order exchange of information in the context of the Single Digital
Gateway Regulation (SDGRYhe Moving AbroadMA) pilot implements fully online electronic

procedures for moving and living abroagalish y 3 | ONRPaa 02NRSNA GKS LINAYO
a5 A HRRIS T I lwAivéed Luxembourg, Portugal, Slovergad Spaif, aiming to demonstrate

tangible benefits for citizens and administrative users.

MA pilot has defined and implemented two use cases related to theRER)@nnex Il Life Eventsr
citizens of the above Member States
g AWSIAAGSNAY3I | OK) yhtl incides impeRetitod éf méchanisme for
deregistration previous domicile in country of origin linked to new domicile registration in country
of destination) and
o awSljdzZSadAy3a OA DAt )with fodicdad birth GidInariage @drtificitase o ! / | H
This was tested by two Data Evaluators (DEuxembourgandSpain and four Data Owners (Cf@m
LuxembourgsSlovenia, Spaiand Portugalin the period running between October 2022 to April 2023
The pilot has been integrating, configuring and testimgdated common building blocks and
components(including successfuustomiation and integraton of the DEs and DQgth the eIDAS
infrastructure and the DE4AM0e Only TechnicalSystem(OOT9)before the launch of the procedures
Ay (i K Sunnidgdhasd] QRere they have been validated gathering experience and lessons learnt
from running the pilot in realistic environments

MA successfullpiloted combinations of the abovevo use casesncluding advanced functionalities
based on Multilingual Ontology RepositgiOR)and supporting multevidence exchange scenarjos
based on the Ber Supported Intermediation (USiattern (with improvedway of user redirection
with DE portal in Spain and DOs from Slovenia and Portugal with 28sensfrom these Member
States(MS) It has usedeal and test elDand additional crossborder combinationsvere achieved
and verified at testing (Playground) environment lev&pnificantlyincludingthe Deregistrationsub-
use-casealso involving Luxembourg as.Hour evidence types were used for crbssder piloting
and testing (Bth, Marriage, Domicile Registration and Domicile Deregistrat@st evidencep and
additional models weralsodefined covering Pensions, Unemploymesatd Working Life for a third
use case that couldot be implemented due to changes il NI gagid¥#t@n over the course of
the pilot. All this was achieved inlose collaboration with other Work Packages responsible for
semantic interoperability solutions and common components design and development

The pilot€zrossbordercombinationshave beeraunchedn testing and/or piloting environmentnd

the goalsachieved despite multiple and significant challenges, like prioritization and availability of
resourcesandthe ongoing shaping of the SDGR Implementing Act. These thedahallenges posed
risks for DE4Ailots progress and timeline, and unfortunately resulted in some partners terminating
their involvement in theVlA Pilot and/oIDE4A poject Various strategies to avoid infrastructure delays
have been defined andpplied throughout the two piloting iterations overcoming significant
challenges in this process (see Secfidhand D411 [3]). Nonethelessinteroperability betweerfour

MS (uxembourg, SlovenigRortugal and Spain) has been achieveahd multiple cros$order
combinations were proven to work with real emders in pilotingenvironments or in testing
environments by the involved MS teams.

Thecitizens, as endisers,reported in online questionnaires and interviewse online crossborder
services valuablm terms of duration and reduced effort to complete them, witiost valued aspects

1 Romania also participated in the pilot in Data Evaluator role althonighnal issues in that MS finally prevented it from
participating in pilot combinations.
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being overall user experience (e.g. miiiguality), clarity and simplicity of procedur@scluding steps
like Explicit Request to use OOTS or the Preview of evidbatejth the possibility for Wer Interface
improvemerts (see Seon 3.2.1). Theyfind the services to be secure and privacy preserving but
sometimes overwhelming egwith too much or complicatedinformation to ensure a proper
understanding of the underlying mechanisms.

Data Evaluators do appreciate the improved quality of the dedafirming fitness of the data models
with respect to their evidence requirementsyhich comes from authentic sources (MS competent
authorities) providing guarantees for its being up to date and is relevant for procedural requirements
in the needto stay informed about theitizen situation and changed.hey estimate that the services

will greatly reduce the time spent on the procedures fraronths and days to minutggctual times
typically ranging from 2 to 5 minutes were recorded with the -@isérs) especially when leveraging
multiple evidences exchange in a single request, while also reducing effort to process evidence thanks
to it being larmonized in electronic format and to correct erro®oth Data Evaluators and Data
Owners assessed positively the cbshnefit balance of integrating DE4A components and solutions
and valued with good levels their satisfaction with OOTS components inglueltord matching, the
Preview and the Explicit Request.

The MA pilot specifically focused on getting the services integrated completely witlexikéng
national portals to ensursustainabilitypeyond the projecin the context of the implementation of
the SDGThis also gave rise to tligeregistration procedure and the concept of informed proactive
citizen serviced-urther the semantic componeMOR was tested biyvo MSand was deered to be

of further interestto any SDGR procedure.

MSfeedbackcovered relevant aspects of the lessons learnt by the pilot, including estinaftefforts

for the various tasks involved to customize endpoints and to integrate with common compdnents
the context of the USI patterand alsato produce two importantsuccess staes (see Sectiof.2.4).
Important lessons learnt also relate significantly to USI pattern, wtaohbe considered tbe almost
equivalent tothe evidence exchange pattern in OOTS Implementing Regulatimhwhich he pilot
advises to use in the context efidence exchange for online procedures and data services holding
citizens data (SDG Moving Life Event), considamportant MS requirements and guarantees that
are satisfied thanks reduced errors in record matching, increased user control and transparency of the
process having Previeand user interactionsit DP sideFor implementation and integration phase
lessons learntemphasize the importance of strong internal coordinationdacommitment
[prioritisation for needed technical activitieexplanation of design details to implementation teams
involvedwith easy to access, clear and detailed documentatiomulgh mechanisms like Wikind
instant communication tools for solving of issues between technical te&AsPilot also confirmed
usefulness of approaches like phased testing and launching of setwicepe with varying speeds of
development between MS dhe use of Playground environmeand the importance of stability in
certain external infrastructures (eIDAS nodes).

Thepilot highlighted the difficulties in drawing the lines between architectanel solution as well as
the need for proactive interaain between Semantic experts and Technical exp@itss is smething
that the pilot participants finagxperts in corresponding DE4A work packagedly achieved.

Further, there remain severahtegrations to be made to achietbe Moving Abroad as a@OTS. The
pilotcouldnotA y i SIANI (S & a S I[thé Zandnkal Evidéhdey ' &R veid céeated but
not implemented due to factor§projects and services) outside of the control of gheject and due
to missing Stakeholders/Beneficiaries for that basic registry data.

The pilot did achieve to exchange maybe the nfasdamentalcanonical evidences, whiatill lead
to the possibility ofincreased trust and accuracy data across otheregvices within andutside of
the currently agreed list of SDGR services.
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1 Introduction

¢tKS az2@Ay3 ' ONRIR da! 0 LAf20 2F GKS a5A3IAGIE 9 dz
in practice the benefits focitizens when it comes tmobility in the EU realizingacross bordes the
LINARYOALX S& 2F GhYyRSEFTh A &€ oF y R d MKBSSQRINE(LUOHE GA2Y 3
Domicile Address chang&C#2¢ Request for civil status certificafgsthe pilot validated DE4A

outcomes by means ofcrossborder piloting (in realistic operational environmentsonline
processes/electronic procedures foitizensof the four participating Member Stated uxembourg,

Portugal, Slovenia, and Spain

IntheLINP 2500 Q& FAYIf NHzyyAy3d LKIFEaST NBIFIfA&ZAY3I LINE3II
extended scopegDeregistration and multiple evidencedhe pilot partners focused oachieving

integration into regular use portalgathering data and sback from stakeholder®ata Evaluators,

Data Owners, Member States, aaitizens

This document is related to the previous pilot deliverakled.9 [1], D4.1(2] and D4.11[3]) and
assumes that the reader is somewhat familiar with their content, as more details on use cases,
architecture, and pilot objectives were provided there. It also provides updates on the three
documentswhere relevant

1.1 Purpose of thelocument

This document is thénal reportaboutthe DE4AVIA pilot. It covers thefinal status of the pilot, the
lessondearntandthe final assessmenof results inthe piloted Use Cases

In coordination withdWP3 Semanticlnteroperability Solutions and WP5 Common Component

Design & Developmeétthe MAmpilot updated common building blocks and componetitat have

0SSy AYyGSINIGSR FYyR (SaitSR 0ST2NB phestEspecialy OK 2 F
the finalization of the deregistratiomeeded by some Kmber Sates (MS)was specified and
implemented.

The document has been prepared in close cooperation wittdAlilot partners. In the current project
phase, the pilot partners attended \e&ly pilot meetings, carried out customization and integration
activities, participated in regulaweekly Connectathons, assessed the common components and
benefits of the integrated procedures, and actively participated in multiple prajgdé alignment
meetings Recommendations given to the pilot idD4.13 Methodology and Miterm Evaluation
reporté_[4]_have beernconsidered andhis deliverable serves also emput for the final evaluation of
the pilot (D4.14 Pilots Final Evaluation Reghrt

1.2 Structure of the document

This document idivided into four main sections:

} ¢ Introductionof the document and pilot running phase

} ¢ Describing thdinal status andnteroperability of the pilot

} ¢ Reviewof goatachievementand benefitsandreflection on succeseriteria and pilot
dimensionsbasedon actual metrics and findings.

} ¢ Explanation and reflection of pilot procedure execution

} ¢ Conclusions and major achievements
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2 Final achieved status of pilot

TheMovingAbroadpilot has been completed iApril 2023 by MA partners inSpain, PortugaBlovenia
andLuxembourgRomanidn the enddid not succeedb achieve pilotinglueto internal prioritizations
of the involved agencies that prevent them to allocate resoufoesghe DE4A integration in their
national infrastuctures.

2.1 Catalogue of services and status

2.1.1 Use cases and pilot scenarios

Previous deliverablealready defined the use cases and pilot scenarios forpihet. During the
customization and integration phaséthe pilot these have been refined adusecaseon information

on pensions and labour status had to Bbandoned due to pilot partners having to leave the
consortium Thus, hefinaluse cases of thmA-pilot are:

} Use case UC1)Registeingachange ofAddress
- The use casalso coves deregistration of the old Domicili®r some combinations

} Use case PUC2)Request and extract of a Civil Status Certifi¢Bieth and Marriage)
- The core of this use casecludes also thexchange of multiple evidences

The following combinations greenof Data Owners and Da Evaluators were pilotefinarked with
*) or fully tested acrosdorders in DE4A Playground

Tablel: Overview opiloted combinatbns and Use Cases
UC1 UG2
Request Address changeanother Member Stats Request Civil State Certificates

Data Data Owner |Deregistration Data Evaluator Data Owner
Evaluator

\

LUCTIE ESSGAD
LUCTIE SIMPA

Other planned combinationsbetween [ata BEvaluatorsand Data Owners were not piloted due to
resource availability and prioritisation, aational agencies acting s and [Bs had toaddresshe
needs ofother nationalprojects or were faced with an unexpected reduction in resource availability.
To complete U@ the Deregistiation subuse case was introduced. The Deregistration UC can be
explained as follows:

2 Being finalised until the end of the project.
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Data

Evaluator 1. Sends new address
(Lu)

Figurel: Deegistrationthe final stepin evidence exchange

Portugal (AMA) and Luxemboui@TIEuse the DE4A Connector componenpiash (technically using

a response message defined for Lookup pattern) to the Country of Origin (Portugal in thithease)
messagdgencrypted message with the AS4 protoadntaining the new addresdetails needed for
deregistering the old addresshrough the communication structure with the entities that AMA
provides,they play the role of Middleware delivering the request to the entity that manages the
addresses in Portugal. After the process confirmatiédMA can return it via a back office
communicationto the requester(not implemented for the pilot)which in this cases MyGuiclat in
Luxembourg

European Comission

2 N 1

Luxembourg / 3 12 Portugal

13

Figure2: Internal Deregistration flow

This is the internal flow representation of how the Deregistration process works within the AMA
structure (steps D to 14 were agreed by LU and PT to not be finally implemented for technical
reasons)
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1. The MyGiichet portal makes the Deregistration request to the DE4A Connector

2. The Connector interprets the message in the AS4 protocol and goes to the SML directory
to know whee to send the request, in this cagePortugal.

3. The endpoint information from the Portugal Connector is returned from SML Directory to
the Luxembourg Connector.

4, The message is sent to the Portuguese Connector.

5. The message goes through a transformationbt interpreted by the Interoperability

Platform (iIAP).

6 Prepares the message with the citiZ2mew address.

7. The address is sent to the entity responsible for managing the address change.

8. Return with the answer to the iAP.

9 Returrsto the DO where it will be validated if the request was successful and prepared to
respond to the Portuguese DE4A Connector.

10. Sending the response to the Connector as OK or NOK.

11. TheConnector doeghe same process as in step 2.

12. SML doeshe same process da step 3.

13. TheConnector sends the response message in USI format to the Luxembourg Connector.

14, The Connector delivethe messagé¢o the Requestor, finishing the process.

Currently, to make a change of address, citizens must contact the entities tradga tle domicile
addressattribute in the two countries involved, namely the Country of Origin (old address) and the
Country of Destination (new addressyhis change ofdomicile address may imply going to
consulates/embassies in the scenario where thgpective electronic authentication mechanisms are
not configured in the entities responsible for this data processing.

In the case of Portugal, citizen needs to accessntiteonal portal3 and make the change request.
Subsequently, the citizen will rewei a letter at the new address to confirm the change of address
associated with their Citizen Card on the pottal

With the development of this use case, hamely deregistration of the address, the citizen only needs to
access the Portal of the Country DEstination, register the new address and request/approve its
change in the Country of Origin. In this way, the Country of Destinatiomuwtdimaticallysend an
address change request to the Country of Oragine the new address is available and verifiedhout

the need for citizen intervention. As a final step in the procasd,according to Portuguese procedural
definition, the citizen will only have to confirm the change of address with the code received at the
new address in the Country of Destiitat on the portai.

The only requirement for the citizetirs Portugal to do this process when moving to a different country,

is to have the Digital Mobile Kegg.,/ a50 | OGA DS 2NJ §KS tLb O2RSa 27F
wants to cancel a request for change of address tiat beernsubmitted, they will need to call the

registration helpdesk or go to an IRNrvicedesk. It is also possible, if citizendemeto confirm the

change of address at a Citizen Spot or at a desk of the IRN.

Advantages for the citizen:

a  Simpler: a single change of address on the Country Portal where the citizen is and/or will reside,
through authentication via the eIDAS node.

o More secure: Includes two security mechanisnaspassword and a temporary code generated by
the authentication.gov app (higher security level).

& More convenient: avoids going to fate-face services and waiting times.

Document name: D4.12 Moving Abroad - Final running phase Page: 13 of 53
Reference: D4.12 |Dissemination: |PU |Version: 1.0 Status: Final



https://eportugal.gov.pt/en-GB/servicos/alterar-a-morada-do-cartao-de-cidadao
https://eportugal.gov.pt/en-GB/servicos/confirmar-a-alteracao-de-morada-do-cartao-de-cidadao
https://eportugal.gov.pt/en-GB/servicos/confirmar-a-alteracao-de-morada-do-cartao-de-cidadao

N

D4.12 Moving Abroad Final running phase DE4A Diggs tureee

In the context of theSDG/OOTH)e presened use case can be useful to leverage the legal changes to
allow an easy crodsorder address change, being recognized by both the Origin Country and the
Destination Country.

The technological components developed within the scope of this use case rzuskd in the context

of the SDG, at least on the Portuguese side, considering that the Portuguese ePortals will not have
changes/adaptations for the SDiGuxembourg also confirmed the intention to-useas far as possible

Ay GKS 02y i SE (tomatdd bdck difice déryistiatid@ procedure in orderigplement

a fully online and nowiscriminatorycrossborder change of address procedure, without asking the
crosshorder user to deregister via a separate, additional procedure.

2.1.2  Pilot environmentgData Evaluators and Data Owners)

MA partners havdogether prepared severaldata services (DO) and eProcedyrertals (DE) for
piloting. The possibilities in each country to set up environmeaty, mainly due to national legal
constraints. Not all partners / Member States were allow@gilot usingreal procedures using SDGR
oriented solutions prior to the SIKGcoming into effect. The table below displays the situation per
partner.

Table2: Type of environments involved in the pilot

MS_ [/  Use _Ca DO Data Source DE _ eProcedureportal.| Portal type and evidenc
Environment Details Environment used

SGADJC#1/UC#2 | SGAD UC#1/UC#2

Simulated in pre
production environment
test evidence Domicile,
Birth, Marriage

Portugal AMAUC#1 N/A Test evidencegDomicile
Birth  and Marriage
evidence

Slovenia MPAUC#?2 N/A Test evidence Hirth,
Marriage)

Luxembourg CTIBUC#1 CTIRBJC1 CTIE Myguichet test

(Deregistration portal (preproduction),

domicile evidence) test evidence DPomicile)

2.2 Suggestionto mitigateinfrastructure delays

Evaluatinghe pilot, the following suggestions are shdr® prevent delays when implementing the
elDAS an®OP &chnicalSysteminfrastructurein the context of the SDGR:

o The general advice is &pply a pragmatic and agile approach, amd stop when an issue arises
and wait for the ideal solution/components becomeavailable butallow the temporary use of
lessthan- ideal soldtions/components as a step towards the final implementation.

} The infrastructure basicallgongsts of two parts:ithe eIDAS related infrastructure areh OOP
related infrastructure. The Data Consumer and Data Provider integrate to these infrastructures and
establish crosd#order connectiongo exchange information. The OOP TS infrastructure is related
strongly to the SDG and is meant for exchangitigenevidencss6 Ay G KS OF 4SS 2F da2¢
for Life Event proceduresyvhile the elDAS infrastructure is a pexjuisite to work with DO
systems and the OOP TS. In cases where the elDAS infrastructure has not been completed but the
OOP TS infrastructurerisady, the possibility to simulate authentication and authorizatonld be
temporarily implemented By mimicking these processes and providing functionality to manually
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enter a atizenelD, it becomes possible experimentwith the OOP TS infrastructuaaly, albeit in
a simulated piloting environmeni his approach allows for gaining knowledge of argerience
working with the OOP T®wards final implementation

} Wherever possibland beneficigl already available infrastructure (componentsuld be reused.
These components need some adapation to be fit for use, but it often saves time compared to
developing a completely new component. For examplexembourgnanaged to use availabtest
environments for MyGuichetto deploy the DE4A Connector and additional compongamts.
Preview)to interact with thepilot.

} In situations where certain components or services that are needed to test are not available, these
could temporarily be circumvented to continue with testing and developmentthe playground
This was used via the playground for AMA to progress with the deregistration sub usetise
Luxembourg worked on integrations locally

} The use of a playground proved to be of mrdjoportance to secure progress. The DBy ground
consists of DE4A Connectors, Data Owner mocks and Data Evaluator, m®cksll as other
transaction monitoring toolsThese can be used by Data Evaluators and Data Owners in Member
States, for developm# and testing purposes. This wal s assuredhat the integration to the
DE4A @Gnnector works beforecrossborder testing starts with real DE4A infrastructure. Also, it
makes it possible for Data Evaluators and Data Owners to start development agrhtidn, even
before DE4A Connector components are available in their countries. They can use the playground
components instead, while the national infrastructure is being developkdplaygroundneeds to
be extensively tested, demonstratednd documented before Member States start using it for
development and testing purposes.

} Establishment of mMinimum Viable Product definition turned out to be very important to create
focus and manage expectations. By explicitly aiming for a minimurfeypabduct, all partnersire
forced to focus on what thenplementationis really about, but also on what is really feasible.

} In case major dependenci@sterference of DE4A development to other projects asgistems
migrationsat DEs and DOs exist, spedéinlatedW LINBE 2 S Ol S ¢@deNpairiSedior Q o
testing This was especially visible in the Romarmiasewho had toseveral times rebuild their test
environment as other services and projects took precedence o&E#ADThey did test the MOR
components but wre never able to achieve more thdimited connectivity, failing to fully integrate
and configure thedonnector.

} Having resources and good knowledge on national systems to be integrated is key for timely
delivery.
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2.3 Achieved interoperability status

At the time this report is written the situation is &dllows regardinghe following combinationghat
were finally testedand, in some caseajsopiloted with external usersThe connection between LU
and PTwill continue to beintegrated and testednd is expected to be ready before the end of the
project

MS acting as DO

(Registration +
Deregistration)

=/ (Registrati
on)

Bl Launched Working in Playground Tested inConnectathons

Figure3: Crosshorder interoperability status in Use cases 1 and 2

2.3.1 Use case 1l & 2(Functional Scope)

In order to be able to implement the MA pilot process (per participant) and to carry out the tasks the
pilot process has been designed and described in detaiher deliverables. In the final phase the
pilots were able to pilot:

—

UserSQupported Intermediation pattern
SingleEvidence Request
Request multiple Evidences in the same procedure instance

ExplicitRequesbf Evidence in Proceduisingleandmultiple evidence)

Preview Evidence iData Servicésingleand multiple evidence)

Use Evidence in Procedure

Three evidence typedDomicile Civil Statis Certificate and BirtiCertificate
Dynamid_ookup of Evidence Type, Data Seryigathorized Authorities
Improved fault tolerance and error handling in the OOP System, for example:

- OOP System not available
- Evidence not available
- Data Service not available
- Evidence Provider not available
- Delayed response from Evidence Provider
- Evidence not received
- Incorrect Evidence received
}  (Re)Alignment with SDG
} Notification of deregistration conclusion tife process

e e o e e e

Consideration of future scenariofiawving for the family contact person to retrieve evidences and
submit eProcedure on beHadf all family membersvas not piloted due to missing functionality in
national systems as well as legal complexity
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Further achievement in the final phase was to test the MOR compbnénother unexpected
achievement was the realisation of new partner combinations in a very quickergyhe Slovenia
connection with Spain as well as the introduction of the multiple evidené¢so adding new
combinations based on earlier experience was easier than expected.

2.4  Updaes in Metrics

The pilot goals, success criteria and metiese defined in the previous deliverable

(2].
The metrics were complemented by interviews with end users to get more insights into their feedback
in the questionnaires.
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3 Pilot success criteria related to pilot  dimensions

This section addresses the evaluation of finer MA pilotgoals,success criteria and pilot dimensions,
based onobservations and feedback received rfroparticipating real Data Owners,real Data
Evaluatorsaandreal citizens The success criteria results are summarised in relation to the metrics, and
for applicable metrics comparisas providedof pilot results with target values that were defined in
D4.10 Pilot Planning].

3.1 Goals and pilot success criteria

TheMA-pilot evaluates several goals fromitizen, Data Owner andData Evaluator perspective. In the
previous project deliverabkethese goals werdinked to success criteria, for which metrics were
defined.

Table3: Moving Abroad Pilot Goals

Actor ID Goal
Public A Improve the quality of Moving evidence data within the serv
authorities fulfilment process by reising data from authentic sources, there

reducing manual work and lowering processing costs.

Citizens B Simplified procedures and reduced manual work, low@nsaction
costs and improving enrolment speed for the moving citizen(s)

Project C Evaluate the OOPomponents supporting the crodsorder
information flow:

} Assess technical impact on national services already in place
} Evaluate connections ofational systems to the OOP TS

D - Evaluate whether the solutions designed to the MA spe
challenges have proven adequate in piloting the MA eProcedy

}  Usability of harmonised Moving Abroad Evidence model

} Usability and security of Expli€equest and Preview

} Need for record matching on Natural Persons

Table4: Success Criteria ferata Evaluators

Technical Commol Principles
Criteria
- Pilot goal Almprovethe quality ofMovingevidencedata within the servicéulfilment process
by reusing data from authentic sources, thereby reducing manual work and low
processing costs
- Pilot goal D: Evaluate whether the solutions designed to the MA specific challengey
proven adequate in pilatg the MA eProcedures
- Pilot goal C: Evaluate the O©®&mponents supporting the crodmrder information flow:
0 Assess technical impact on national services already in place
o Evaluate connections of national systems to the OOP TS

ID Criterion

- The DErecognizes the moving data is - Reusability, - Use (U),
Al higher quality, more reliable and easier Transparency, Adoption
process when using the OOP TS to retri Effectiveness 8 (A),
moving data directly from the DO. (e.g. de Efficiency, Learning
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is available in an electronic and structur, Administrative (L) Value
format for easy processing in the systems Simplification V)
the DE, data requires less correcting, is uj
date, reliable and leads to less exceptic
when processing, moving data is mc
meaningful, has less inconsistencies &
errors, is more complete).
D2 - Have the explicit request and preview - Administrative - U, L
requirements as specified in the SDI Simplification, Use
proven suitable for the moving eProcedur, Centricity, Inclusior
and Accessibility
C2| - The DE believes the cost and effort { - Openness, - U AV
integrating to the DE4A Connector w Technical Neutrality
eventually be outweighed by the benefits and Data Portability

Table5: Success Criteria for Data Owners

ID Criterion Technical Common Criteri Principles

- Pilot goal D: Evaluate whether the solutions designed to the MA specific challenges
proven adequate in piloting the MA eProcedures

D1 - Has the Moving Evidence Model provi - Openness, Neutrality - U,
adequate for crosvorder exchange o and Data Portability V, L
information on companies for the M Reusability
eProedures?

D2| . Have the explicit request andpreview| - Administrative - UL
requirements as specified in the SDGR pro Simplification, Use
suitable for the moving eProcedures Centricity, Inclusion

and Accessibility

D3 - Have the mechanisms for record matching - Administrative - U, L
the DP proven adequate for the M Simplicity
eProcedures?

Cl| - The DO believes the cost and effort 1 - Openness, Technic{ - U,
integrating to the DE4A Connector W Neutrality and Datg AV
eventually be outweighed by the benefits. Portability

Table6: Success Criteria foitizensapplying for a service

ID | Criterion Technical Common Criteri Principles

- Pilot goal B: Reduaeanualwork, lower transaction costs and improving enrolment speed
the move
- The user acknowledges the procedure - Reusability, - U,
applying for a service to be effective a Effectiveness & A, L,
efficient (e.g. the procedure requirg Efficiency, Vv
Bl . o .
acceptable effort, the procagde is not Administrative
complex, has no language barriers, Simplification,
interruptions. The user spends little time Transpareny
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correct data and experiences no errors aff
finishing the enrolment process).
- The user acknowledges the method to prg - Reusability, - U,
their authorisation as effective and efficie Effectiveness & A, L,
B2 (e.g.requires little effort, is established wit Efficiency, \%
simple and effective communication, Transparency,
reliable). Security and Privacy

Table7: Success Criterfar evaluation of common components

ID Criterion Technical Common Criteri Principles
Pilot goal C: Evaluate the O©&mponents supporting the crodgmorder information flow:

} Assess technical impact on national services already in place
} Evaluate connections of national systems to the OOP TS

- The participating Member States believe t| - Openness, Technic{ - U, L,
cost and effort for setting up and deploying tk Neutrality and Datg \%
C3 DE4A  Connector in their nation Portability

infrastructure will eventually be outweighe
by the benefits.

Based on the data, metrics and success critehiaassessmenof the goals is summarized in the table
below.In the 3.2, the results are addressed in matetail.

Table8: Summary of pilot goal evaluation

Goal ‘ A | B | C ‘ D
Number of success criteria 1 2 3 3
Number of metrics 3 2 6 3
Number of scaldype metrics with targets 3 2 3 0
Percentage of scalype metrics beloy 0% 0% 0% 0%
target

Percentage of scaliype metrics fully 100% | 100% @ 100% | 100%
on/over target

Looking at the success criteria frams quantitative perspective, the results of the pilotust be
interpreted as a succesall the metrics were fully over the target.

It must beconsideed that the number of involved participants is limitethis was recognized during
piloting andedto a change itthe evaluation approach to a more qualitative oriented approdmdsed
on interviews) A study of the qualitative input that wasconductedprovided more lessonkarnt,
which areprovided in the next sections.

3.2 Pilot dimensions

The foundation for this section can be found in the questionnaires that the participants filled in, and
the interviews that were conductedin total, interviewsin online meetingsvere conducted with

a 28Citizens
o 2 Data Evaluators
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o 4 Data Owners

Themajority of metrics are on or above targén.the next section, the results of collected (quantitative
and qualitative) information through questionnaires, observations and interviews have been
processed into conclusions dath use casedhe figure kelow displays the distribution of responses
per qualitative success criteriofihe following distribution of citizenship was verified among piloting
end-users

08%% 20%% 40%% 60%: 80%
; ; ; i E=3.4
Luxembourg -{ 0%
Romania -{ 0%
Stovenis
Spain -{ 0%a
n=2ag

Figure4: Distribution ofCitizenship

3.2.1 CitizenPerspective

In total, a number o8 citizenswere involved in pilotingrom the two DO countrigsansweringpnline
questionnairesand>5 interviewswere carried out

0% 108s 2056 30% 405
' ‘ ; ; . R=27

Daily
Weelkly
Mo nthly
Yearhy

Mever 4 0%

n= 28

Figure5: Familiarity with Online Public Services Usage

Most can be said to be regular usersafine Public ServiceFhere werequite a large (from 2 minutes
to 5-12 minutes)variationsin duration touse the servicéased on which countryou came fromthe
longervalueswere all from Slovenidhis isnot consideredinkedto the above datan familiarity with
online public servicefut rather to other technicaissues.
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3.2.1.1 Use

Citizensthat participatad in the pilot are in general very positive about the ease of, isenediate

resultsk YR G KS FIF OG0 GKIG GKSe R2y Qi KITESxtedh@®whme f £ SO
they can judge the usability, depends on the portal(s) they have pilote@ilizensthat piloted in

simulated portals sometimes had a reduced sefwfctionalties availablecompared to those that

piloted in apre-production portal.Also, for part of the procedursteps (like authentication involving
elDASscreens, software of third parties had to be used and this is beyond the influeficeeoDE4A
programme.

0% 10% 20% 30% 40%

Change of domicile address
Request for civil status / marmriage certificate
Request for birth certificate

Request for multiple evidences
n=28

Figure6: Which Service was used

Fewconclusions can be drawn based on this as the servieeshased omapproached but real (first
time) test users.

Based on average durations reported belmthe technical logsection3.2.1.2 it canbe seen that

the Multiple evidence takes longer to comple®th based on technical as well as end user aspects
due to increased complexityDne way to see it could be théhat services probably should not be
made too complex (g. too many evidences in one pexture)but, while this is true, citizens will still
save time thanks to mukevidence support (compared to using multiple separate procedures with
single evidences each)
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0% 10%: 20% 30% 40% o0%
| ] 1 ] 1 ]

x|
[

-
L

Luxermbourg 0%
Portugal
Rormania 4 0%
Slovenia

Spain

Figure7: In whichCountryis the service located

Furtherit canbe deducel that it is not clear tahe end users where the service is executeather it

might be amatter of interpretation2 ¥ G KS 62NR aaSNBAOSE | a { LI Ay |
portals with electronic procaares as services but Portugal and Slovenia were providing data
(evidence) servicedJsers may also think that because ttarg sitting in a countryhe service usets

alsoexecuted from there based omhich ICThetworkthey are using.

3.2.1.2 Value

dtizensappreciate the short duration of the entire online eProcedurke piloted eProcedure has
been completed withir2-3 minutesin many casesvhile, according to Data Evaluators, the current
procedures could take days or weeks to complsithout DE4AOOTS
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0% 20% 40% 60% 80% 100%
L il ] ) il J

Required effort 26% 22%

B Satisfied M Neutral @ Very satisfied M Dissatisfied B Very dissatisfied

CriterionB1

Figure8: Required Effort

Table9: Criterion B1

The user acknowledges the procedure for applying for a setvidwe effective anc
efficient

Metric B1.1 | Theappreciation the user expresses on the effort to effectively complete all elen
of the enrolment procedure (e.g. collecting moving information, language bar
communication, problem solving, required effort, simplicity, number of errors
interruptions).

Target More than 50% of respondents appreciates the effort (average of all perspectives
complete the enrolment/registration procedure as reasonable (or less) effort

Results

As show in

Figure8 above 70% of thecitizers were satisfied or very satisfied with thequired
effort and overallexperience~igure9 below) of the completed procedures in thevb
use cases.
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0% 20% 40% 60% 80% 100%

Clarity of the procedure

n=27

M Satisfied ™ Neutral I Very satisfied M Very dissatisfied W Dissatisfied

Figure9: Clarity of Procedure

Citizens appreciate the clarity of the procedui#4% satisfied or very satisfiedhile there are

improvements that can be made based on feedback in comments andiotkeriews This is covered
further below.

0% 20% 40% 60% 80% 100%

SImplicity

n=27

B Satisfied ™ Neutral M Very satisfied M Dissatisfied W Very dissatisfied

FigurelQ: Simplicity of Procedure

Citizens appreciate the simplicity of the proced(iré% satisfied or very satisfiechmpared to paper

or email proceduresyhile there are improvements that can be made based on feedback in comments
and other questionsThis is covereturther below.
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0% 20% 40% 60% 80% 100%
L 1. 1. il il ]

Number of errors and interruptions 30% 22%

n=27

B Satisfied @ Neutral 1 Very satisfied M Dissatisfied W Very dissatisfied

Figurell: Number of errors and interruptions

Due to the nature of the pilot having some shortcigg(test elD)andbugs foundandoften fixed, the
commentsshowed to be very useful as feedback mecharfisnmexample:

cafter selecting type of certificate, button continue to data owner did not workFaday17.2 today
on 20.2 the whole procedure went wedl.

¢t worked on the 4th trya

aif you chose, thayou would like to request marriage and birth certificate, you can only preview 1 at

the end, and yowre redirected to webpage where you can only see info about 1 of the 2 certsicate

@2dz NBljdzSaGSR i GKS & lI"odtéhd évanvrdubh thekprogeduse l00kb like Wi 0 ¢
that is allowed through theerviced

0% 20% 40% 60% 80% 100%

Language 2% 19%

n=27

W Satisfied M Very satisfied M Neutral B Very dissatisfied W Dissatisfied

Figurel2: Language

During the pilotthere were issues withhe configurationof language. Depending on the Browser
settings of the endusers or the provided servicésaving som comments like énot in Slovenian a
mixture of Englishand Spaniste
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Overall,the feedback is highlgppreciative of the flexibility of language choi@8% are satisfied or
very satisfied)

0% 20% 40% 60% 80% 100%

Overall user expenence 22% 19%

n=27

B Satisfied  © Neutral M Very satisfied M Dissatisfied W Very dissatisfied

Figurel3: Overall user experience

It looks likethere was onlyone person that is critical of the servidesmost questions and comments
apart from that the results seem to bhighlysuccessful.

Beawarethat the scale of tke followingfigure and tableare different (1-5 appreciation scale, seconds
for average and median durations)

0% 20% 40% 60% 80% 100%
A il L A J

Duration of the procedure 33% 26%

n=27

W Very satisfied M Satisfied  Neutral M Very dissatisfied W Dissatisfied

Figurel4: Overall Duration olProcedure

No one idlissatisfiedwvith the duration spent on the service most evieighly appreciate the speed.

Tablel0: Duration of procedure
Average (sec) \ Median (sec)

Use case Service

UC#1 EESDE- PTDO (Domicile PT 121 101
RegistrationYn=8)
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UC#2 EE€SDE - SI DO (Mult Sl 116 136
evidencg (n=20)

Times include elDA&ithentication but in the case of Slovenian testers, there was an outlier value of
13 minutes that has been discardedd, for 7 of them average duration was around 5 minutes (287
seconds of average and a median of 222 secoiftdsin be concluded that is possible that Slovenian

users comparably took longer for UC#2 than PT users for UC#1 due to national differences e.g. when
authenticating to different DOs and in particular because rautdence exchange is more complex.

Tablell: Criterion B2

The user acknowledges the duration of completing the online eProcedure activil

Criterion B2 ;
apply for a service as acceptable.

Metric B2.1 | The satisfaction the user expresses on several aspects the duration of the pro
apply for a service or registration (e.g. moving data collection, authentication
eProcedure activities).

Target More than 50% of respondents appreciates the duration (average of all aspects)
apply for a service or registration procedure as reade (or less) effort

Results As shown below, 74% of the citizens were satisfied or very satisfied with the dura
of the procedures.

0% 20% 40% 60% 80% 100%
L il 1. il ). J

Security and protection of your privacy 37% 19%

n=27

B Satisfied M Very satisfied @ Neutral M Very dissatisfied M Dissatisfied

Figurel5: Perceived Security and protection of privacy
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0% 20% 40% 60% 80% 100%
I ] 1 ] 1 J

Percéved Control when managin

own canonical gidences 37% 19%

B Satisfied Very satisfied Neutral M Very dissatisfied W Dissatisfied

Figurel6: Perceived control when movirmayvn citizen @ta

Looking at the two questiorest the same timeltere are those thateel helpless using several services
that pushthem around to retrieve and redistributtheir personal datae.g.:

GThe only good thing is that these services are transparent and not hidden (it is good that services are
not seamlessly built into other seopés)é¢

At is completely unclear where the data is, who can see it and how many it technicians and service
providers have a possibility to steal my data (pdfs). there should be an option podsilityto
demand encryption of pdfs on the provider side.

Such usersvould seem toprefer to collect the evidences (documents) locallyqwvenia) and then
upload them to the service requesting theBut most findthe information is minimalistic due to the
testing procedureandbelieve that the reaprocedure will be written in a more usétiendly version.

One user commentedit is completely unclear where the data is, who can see it and how many
technicians and service providers have a possibility to steal my BHB&X There should be an option
and apossibilityto demand encryption oPDF®n the provider sided This is not a general comment
but does point in the direction of what happens when there is not trust in a government or their
agencies.

Most, however, do understandat the procedure startthat it is apilot, and that the information may
be retrieved from anotheMS and find thatExplicit Request was clearly statedand even very
straightforward

Others did notead that text andhink that fewwill, due totoo much text éFurther if there is noreal
free choice gi¢) but to use papethere is not much point in reading warnings and small pFint.

There is afeast partialunderstandng under which conditionshe serviceis providedand how and
from where the evidence will beetrieved. At least someunderstood that the evidence was first
visualised and previewed tthem based on the source before being transported to the end
destination.

One end usestatedthat there was not enough transparency and that they therefore wowdt use
the services sending signed PDFs aroactdrsthat are hard to getransparencywith. éThere is no
control when an unencrypte@®DFor whatever data is sent arountdow canl know what is being
transferred and to whom and over what providegsPhis maylead to understand that such users
prefera DLT solution aat leastfull transparency and provenance on the datmwever, wo stated:

d felt informed of which datd authorized to be transferred anddid, indeed, feel in control of the
evidence transfet
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UXcomments below on Clarity and understanding leadttteast someneed for improved Ubut also
show more users comfortable with transparency about which data is to be transferred and perception
of security and control

oFor the real procedure could expect clearer information on-directions in general, for the whole
procedures.The proass really contains a lot of different points/porta®herwise, Preview wasOK
and clear

¢Mainly yesAlthough the presentation of data could be implemented better.

¢l was fully informed what data will be transferred across border anié feel in ontrol of the
evidences

¢€Yes data was fully presentedifelt moderately in control of the evidence transfér.

¢l felt in control and secure, even thoudldo not know what exactly is happening in the bacid of
the application£

€Yesl| felt comfortable with thePreview space and in control of what information was transferged.

3.2.2 Administrative users and Member State perspective

In total 2 Data Evaluator¢ES, LUand 4 Data OwnergES, LU, PT, Sipreadover 4 member States
were involvedn the pilotandgave their input on the servicehiring the pilot.

3.2.2.1 Data EvaluatotJse

Overall the Data Evaluators are positive about the perceived benefits when integrating @@ TS
and elDAS. Integratindpre-)production systems was obviously mochallenging than working with
simulated environments. This has occasionaliito the decision to work in isolated environments, in
order to reduce (or prevent) interaction with (and dependency of) other systants projects
especially if systems make use of common local components.

UseCasel was piloted using simulated eProcedui@tso Use Case dye to the nature of working
with automatic deregistratiorand internal conditioningsTwo member statesested Deregistration
Luxembourgand Portugal, whickim to use the results of piloting for future developmeimstheir
Data Evaluatorto automaticallyimprove data qualityand to support other MS legal requirements.

Things worth mentioning are:

a Integrating tre Explicit Request and Preview based on a generic design caused no problems. The
functionality is very limited, simple and legost to implement.

o Logging was kept very basic and close to the existing logging mechanisms in the DE systems. To

implement a glbal loggingsystem seems to be useful for ersvacking but introduces more
challenges on security (as more connections to the outer world need to be established) and
seemed not be costffectivefor a pilot

o Some Data Evaluators, although seeing the advantages, also think that the integration with the
OOP T8icreases technical complexity (of the total solution to support the qmecesses). In case
of failing components, it is harder to solve these or prewerkarounds.Also or@nising good
maintenance and support on tHeOP T& crucial.

o The MA solution seems to be an enabler for certain proesieps with some of the Data
Evaluators, likely leading to redesign (improvement) of certaifpi@Eedures. Forexample,
certainapproaches lik®eregistrationare not really performear followed up onin the current
(conventional) processes but will be when using the OOP TS and elDAS.

a  Having too many small Building Bld&&ervices teams causes organisationdgs. It is important
to havemost,or all Team members present in the pieiam.

Overall,the DE have seen great improvements iprocessstreamlining compared totheir current
procedures.
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3.2.2.2 Data Evaluatoialue

Data Evaluatorsook forward tothe benefitsof having validated data available in a harmonized,
structured and easy to process format. It saves time and prodfeesr errors when pocessing in

other existingsystems. Thibenefitis expected tdead up tothousards of hourssavedper yearon
processing and correctingssuming that the solution is used for all DE processieg evidencesot

just the process that was pilote@n several occasions the implementation led to immediate process
improvements on the DEide, or to food forthought on process improvementdhis is also the
downside: if implemented for just one procedure, the solution would probably not beeftesttive.

Also, some Data Evaluators expect the majority of benefits to become present after a learning curve
that has already started with the B while piloting

Data Evaluators consider both the eIDAS anddf¥° TSolution to be reliable and fasBothmiss the

functionality of Delegation Validation for example, procedures whereall family members must

approvethe moving of a child to a neMember State Even more difficulisthe move when parents
are divorced and maybe remarrietihesetypes of procedures werén the endout of scope for the
pilot mainly due to legal hindrance/complexity

The Evidence Typehat were piloted, fit the direct needs of the Data Evaluators for the piloted
procedures. This means that mandatory attributes in the-BJiStems were avered while more work
needs to be donéo cover the noamandatory dataForsome ofthe5 9 Qa (G KS S@ARSy OS
attributes than strictly needed. While for others, there was a wish for nept@nalinformation. The
modek used for piloting that were already designetbnsideringwork done for Multilingual Forms

from ECregulation 2016/1191 and SDG Semantic Working Group madeiged out to be a good
middleway for the piloted proceduresSo,it is to be expected thaDEs will reevaluate which
attributes they really need for their eProcedure afmany) more evidenctypes will come into
existence one the SDG will be implementéalr all SDG procedures ftitese basibut coreevidences

Tablel2: Quality ofCertificate/Base Registrglata

Aspect Usl (n2)

Availability in electronic format 5.00
Availability in structured format 5.00
Completeness of available data 4.00
Correctness of available data 5.00
Reliability of available data 5.00
Meaningfulness of available data 4.00

Numerical values in table above were assigned to the appreciation rates as follows: very low (1), low
(2), neutral (3), high (4), and very high (5).

Respondents have also rated the effort required for procesSingli Adht&whén®@sing the DE44SH
pattern and solutions compared to the traditional situation (1 = considerably more effort, 5 =
considerably less effort):

Tablel3: Processing dfitizendata

Aspect UsSl (n2)

Amount of work 5.00
Interpretation of data 5.00
Solving transcription and translation errors, missing 5.00
data and exceptions
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(1 = considerably more effort, 5considerably less effort)

MA Pilot Data Evaluatorso estimated the benefits of the integrated procedure compared to the
costs and effort of customizing eProcedure portals and integrating them with the Odfvh&ctor.

Tablel4: Estimated benefits to DE

Aspect uUsl (n2)

Lower manual effort of processing 5.00
Lower communication costs 4.00
Lower risk of errors 5.00
Shorter duration of application processing 4.00
More complete, valuable, consistent and correct da 4.00
Trustworthiness of the data 5.00

(1 = benefits are considerably less than cost and effort, 5 = benefits considerably exceed cost and
effort).

Tablel5: Criterion Al

Criterion A1 The DE recognizes the moving data is of higher quality, more reliable and ea

process when using the OOP TS to retrieve moving data directly from the DO.

Metric A1.1 | The appreciation the DE expresses on the moving data leomsiderably) more
reliable, equally reliable or (considerably) less reliable than before. (e.g.
available in an electronic and more structured format, being more complete, co
and meaningful).

Target More than 50% of respondenéppreciates the reliability (average of all perspectiv
of moving data as (considerably) more reliable than in the baseline.

Both DEs confirmed high/very high satisfaction for all mentioned aspetthilel 2.

Metric A1.2 The appreciation the DE expresses on processing of the moving data re
(considerably) more, equally or (considerably) less effort than beforegjegunt of
work for interpreting and judging, solving exceptions).

Target More than 50% of respondents appreciates the effort (average of all perspectiv
processing moving data as (considerably) less than in the baseline.

Both DEs confirmeldenefits considerably exceed cost and effiort all mentioned
aspects inrablel4(1 = considerably more effort, 5considerably less effort)

MA Pilot Data Evaluatolso estimated the benefits of the integrated procedt
compared to the costs and effort of customizing eProcedure portals and integr
them with the DE4/A&bnnector.

Tablel4.

Metric A1.3 | The estimated benefit the DE gets from moving data that is always up towliite
effort to resolve exception, manually changing data, interpret data, b&ing
(considerablymuch to (considerablyigss

Target More than 50% of respondents estimates the benefits (average of all perspeg
of always having ufp-date moving data as Medium or (considerably) high bene

Both DEs confirmed benefifteom moving data that is always up to date with les
considerably less effort to interpret dataglge transcription and translation error¢
missing data and exceptions and overall amount of wWideblel3).
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Tablel6: Research question D2

Research |Have the explicit request and preview requirements as specified in the SDGR

guestion D2 | suitable for the moving eProcedures?
Metric D2.1 | The appreciation on implementing Explicit Request in various procedures

None (research topic)

Integrating the Explicit Request based on a generic design caused no probler
functionality is very limited, simple and legost to implement.

Tablel7: Research question D3

Research |Have the mechanisms for record matching at the DC an DP proven adequa
guestion D3| effective for the MA eProcedures ?

Metric D3.1

The appreciation of the DE on the need to do record matching on Natural Pers
their part.

None (research topic)

Each DE has specific requiremntse for registration of users and authentication
recurrent users For foreign usersreliance on elDAS personal identity attributies
(notified) elDss certainly helpful for DEs as this information is formally attested b
MS authorities although locally other identifiers will normally be generated and
for people moving into another MS.

Tablel8: Criterion C2
Criterion C2| The DE believes the cost and effort for integrating to the DE4A Connectc

eventually be outweighed by the benefits.

Metric C2.1 | The estimate of the DE on the added value of the OOP TS usage (consid
exceeding, being on par being (considerably) less than the cost and effort spen
integrate the OOP TS.

Target More than 50% of respondents estimate the benefits to (vastly) exceed the cos
effort.

Both DEs confirmed benefits considerably exceed costeffiodt for all mentioned
aspects in Table 1Rith an average value of 4.5.

3.2.3 Data Owner Perspective

3.2.3.1 Data Owneldse

Four Member States were able to get the Data Owner role readth two of them usedfor
combinationspiloted with real users anthese plusother two in DE4A Playground, all contributing to
Data OwnetJse andvalue The Data Owners, usually already pre@stindard data servicethey did
not notice much of théenefits but alse no negative effectso still oerall positive results

3.2.3.2 Data Owner Value

MA Pilot DataDwnersalso estimated the benefits of the integrated procedure compared to the costs
and effort of customizing eProcedupertals and integrating them with the DE4A Connector.
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Tablel9: Estimated benefits to DO

Aspect USI (n#)

Lower manual effort of processing 5.00
Lower communication costs 4.00
Lower risk of errors 5.00
Shorter duration othe requestprocessing 5.00

The MS find that the services lower the manual efforts considerably. The communication cost are likely
to improve slightly. The risk of errors is greatly reduced as is the duration of processing.

Table20: Criterion @
Criterion C1 The DO believes the cost and effort for integrating to the DE4A Connecto

eventually be outweighed by the benefits.

Metric C1.1 | The estimate of the DO on the benefits of the OOP TS (sagsiderably) exceeding
being on par or being (considerably) less than the cost and effort spent to inte
the OOP TS.

Target More than 50% of respondents estimates the benefits (average of all persped
to (considerablygxceed the cost and effart

All 4 DG confirmed benefit®f OOP TS usage to considerably exceed the effort
cost with an average of 4.75 Trablel9.

Table21: Research question D2

Research |Have the explicit request and preview requirements as specified in the SDGR

guestion 2 |suitable for the moving eProcedurgs

Metric D2.1 | The appreciation on implementing Preview in various procedures

Target None (research topic)

Integrating the Preview based on a generic design caused no problems
functionality is very limited, simple and legost to implement.

Table22: Research question D2

Research |Have the mechanisms for record matching at the DC an DP proven adequa

guestion 3B |effective for the MA eProcedures ?

Metric D3.1 | The appreciation of the @on the need to do record matching on Natural Person
their part.

Target None (research topic)

MA pilot DO stakeholders appreciate positively record matching at Evidence P
side enabled by USI pattern. No specific issues were highlighted with record mg
by DEs and eIDAS authentication process seems to have worked well in gerss
than 20% of users were dissatisfied due to errors in general while piloting).
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3.2.4  Success stories
Some examples of success stories related to the Moving Abroad pilot are the folling:
Integration of multilingual functionality in previewof evidences

The MOR solutionoffers a complete set of resources for understanding canonical evidence types and
for providing a dialogue with users for the explicit request and preview of evidences. A light
multilingual ontology repository has been created with the terms of the DoeniRiégistration
canonical evidence type, the terms used but this evidence type from common vocabularies, and the
terms used by the user dialogue interfaces. Labels and descriptions of each term were defined in
English, automatically translated into Romani&panish, French and Portuguese, and then revised by
domain experts speaking these languages.

In the Use Case "Request Address Change" of the second iteration of the project, the MG&Rddient
component for the explicit request dialogue has been usgdRbmania and the MOR web semantic
functionality has been used by the Spanish preview page. The implementation of the explicit request
functionality in the Romanian eProcedure portal required only the adaptation of the CSS classes of the
MOR clientside canponent to the graphical style of the portal and the implementation of Javascript
variables as interfaces with the MOR component, thus simplifying and accelerating the
implementation of the explicit request functionality, including its dialogues with uaedswith the

central components of the system.

The integration of the multilingual functionality in the Spanish preview page required only the inclusion

of the MOR language selector and the corresponding Javascript module, as well as the use of the MOR
custom attribute in HTML elements that contains labels to be provided in different languages, making

it easy to incorporate the multilingual functionality into an existing page

DE4A: a key step for a successful implementation of SDGR

For Luxembourg, DE4A is mainly a true success story because it was and is an essential preparation
and pilot implementation of many core elements and solutions thastbe put in place anyway until
December 2023 for the SDG OOTS defined in Article e SDGR.

DE4A made it possible to have a better and deep understanding of the requirements and the technical
options also needed in the context of the SDG OOTS. The piloting and the many discussions and
preparatory work done in this context allowed us ahd other participants to gain hugely in maturity

and in understanding of the issues involved.

This allowed Luxembourg and other MSs participating in DE4A to provide essential and valuable input
also in the context of the SDG OOTS discussions and metiaig®ok place at EU Level: SDG
coordination group, SDG Committee and dozens and dozens more technical and specialised meetings.

The main input of DE4A to the SDG OOTS is probably in this context that SDG OOTS finally also uses,
after many and sometimeoatroversial discussions on the topic, essentially the USI pattern, the most
appropriate pattern in our opinion to fit the requirements and needs defined in Article 14 of the SDGR.

It is the most appropriate because it allows, to the highest extent, ferrduse as is of the national
solutions used for authentication (e.g. elDAS nodes) and the other national solutions (e.g. preview
space), achiaumg hence the highest level of interoperability and efficiency and makes identity
matching as easy as possible.

DE4A also made it possible, on a more national level, to put in place many national solutions and
building blocks thatan bereuses in the context of SDG OOTS: e.g. the connection between the
MyGuichet platform and the eDelivery connector/access pointrévepecifically, the Moving Abroad

pilot provides a strong basis for what has to be done in SDG anyway and made it possible to design an
optimal online procedure for crodsorder change of main residence, achieving a maximum level of
usercentricity by intuding the deregistration of the user in the country he leaves directly in the
registration process in the new country and making it hence unnecessary for the user to start a second,
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specific online procedure just to deregister. This is true Once Onlgmepited in the best interest of
the user.

3.2.5 MemberSatesPerspective

The participatingember Sates were asked to estimatie benefits compared to the costs, effort,

and time required tosetting up and deploying the AS4 gateway, the SMP, and the DE4A Connector
focusing on implementation, maintenance, training, and the duration of application processing (1 =
0SYySTAGA INBE O2yaAiARSNIofte fSaa (KLaflyeeedicast, STT 2N
effort, and time). As only two MSs provided their answers, particular national issues (e.g. extensive
security testing in Portugal) influenced the final results.

Table23: Estimated benefits to MS

Aspect Score (n4)

Effort and cost of implementation 4.00
Effort and cost of maintenance 4.00
Effort and cost of training 4.00
Shorter duration of application processing 5.00

Table24: CriterionC3

Criterion The participating MembefStates believe the cost and effort for setting up an
C3 deploying theAS4 gateway, the SMP and ti¥E4A Connector in their nation

infrastructure will eventually be outweighed by the benefits.

Metric C31 | The estimation the Member State expresses on the effort, cost and time involv
setting up a node and deployird>E4A Connectdreing (considerably) more, on p
or (considerably) less than expected.

Target More than 50% of respondentsstimate the benefits to (vastly) exceed the cost g
effort will eventually be outweighed by the benefits

Allpiloting MS provided this dataith values indicating benefits exceed/consideral
exceed costs, average of 4.25.

3.2.6 Overall lessonkarntand Pilot Adoption Considerations

Pilot partners have also estimated the required effort for various steps, such as integrating the DE4A
Connector or implementing the Preview functionality. Effort for USI pattern is summarized in the
following tables based oanswers from LuxembouydPortugal, Sloveniand Spairproviding at the

end overall effort for integrating as well the DE and DO endpdintduding integration with elDAS,
Connector, SMP, Ul internationalization and respectivElyplicit Request or Preview and
transformation from or to canonical evidence)

Table25: Estimation of effort for théJSipattern approach

Mean Spain Portugal Slovenia Luxembourg
planned
effort (in

person
days)
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Setting up and 4-5days |55 20 25 12
deployment of DE4A
Connector
Setting up and 5-7days |5,5 10 15 2
deployment of SMP
Integration of the 5-7days |9 10 5 3
portal with an eIDAS
node
Integration with 4-5days | 10,5 13 10 15
DE4A Connector
Implementation of 2-3days |4 2 o/ 4
explicit request
Implementation of | 2-3days | 7,5+10,5 15 30 3
preview DE & DO
Transformation to 34days |45 4 5 4

canonical format and
provision of the
requested evidence
Transformation from | 3-4 days 45 5 N/A/ N/A
canonical format and
use of the received

evidence

Ul 2-3days |4 3 3 4
internationalization

Overall effort for DE | 11-15 days| 31,5 N/A / 40
Overall effort for DO | 11-15 days| 34,5 45 93 43

The mearplannedefforts are described based on the implementation in two DO and one DE based on
different levels of integration andvere rough estimationswhen D4.11[6] was eleased The
underestimation is often related to organisational issues (too many teawstsd due to some
underestimation ofictual neededhangesto existing systemd\low the values are better consolidated
from two DEs and four DOs.

{ D! 5{Qldl \e&ffdetagenerally matches with the original estimation. Note that SGAD is finally
involved inmore combinationghan planned in bottUC#1 and UC#2 with DE and DO implementations.
SGAD also took advantageagfjuired knowledge frorthe Studying Abroad pitoIn the case of DE4A
Connector integration, it exceeded estimation because of issues encountered while configuring the
components. SGAD opted to split the implementatiofP@view because the information shown was
slightly different in the Data Ownerpdluding the Domestic evidence along with the Canonical
evidence and the PDF evidence. In that c8&ADhink the effort was a bit underestimated:he
overall effort for DE and DO also inclgdlee configuration once real testing was performed and final
adjustments needed to be implemented.

Table26: Criterion C2
Criterion C2 The DE believes the cost and effort for integrating to the DE4A Connectc

eventually be outweighed by the benefits.
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The cost (manhours) involved to integrate the eProcedure portal to the L[
Connector.

Target none
Efforts vary between 31.5 and 40 persdays, which is longer than expected initig
due to differenttechnical/organisational challenges that had to be addressed for|

deployment integration and testing.

‘ Metric C2.2

Table27: Criterion C1

Criterion C1 The DO believes the cost and effort for integrating to the DE4A Connecto

eventually be outweighed by the benefits.

Metric C1.2 | The cost (manhours) involved to integrate the data service to the DE4A Conn

To be provided only if costs are not confidential.

none

Efforts vary between 34.5 ari persondays, which is longer than expected initig
due to different technical/organisational challenges that had to be addressed fo
deployment integration and testind=specially 93 days in Slovenia stands out \
most of the variation seen for cost of implementing Preview functionality.

Table28: Criterion C3

Criterion C3| The participating Member States believe the cost and effort for setting up
deploying the DE4A Connector fineir national infrastructure will eventually b

outweighed by the benefits.

Metric C3.2 | The cost (person days) involved to set up and deploy the DE4A Connector.
Target None compares to planned efforts
It took longer than expected to set im SMP and to deploy a DE4A connector V
an integrated phase4 AS4 gateway.

3.2.6.1 Lessoslearntfrom analysing and designing national integration of citossier OOP

Pilot partners analysing and designing their solutions learnt various lessons thgathered in this
section. For each lesson learnt, a suggestion for adoption is presented.

Table29: Lessongarntfrom analysis andlesign

ID ‘Topic ‘Suggestions for adoption ’Lessonshearnt
1 |Design MA advises Member States to | Designing national integration required-depth
process |invest time to bring together the knowledge of both eIDAS and OOTS. This knowle
elDAS and OOTS knowgedThis| (specifically the combination of both) is not broadly
requires organising and available in Member States. Knowledge of both
prioritising as this knowledge is|domains should be brought together to prevent
scarce. designs based on false assumptions of the other
domain.The entire infrastructure teams need to
participate.
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ID | Topic

Suggestions for adoption

Lessongearnt

2 |Scoping |MA advises the European The project encountered many complex issues ant
Commission and Member State topics that needed to be solved in the pilot design
not to solve all user scenario's ¢ phase. The pilot lead has organised a series of
once, but to focus on the most | meetings to address these topibsnging together
frequently used onesThey interdisciplinay expertise
should first focus on core To keep focusnthe core research questions and tc
functionality only. And atthe | jimjt resources needed, the pilot partner agreed to
same time organise followps | 5impjify whenever adequate, e.g. focussing at the
on improements and additions | st important evidence typewith the least risk (eg
to address later on. avoiding death certificateshstead of all possible

types(means of living that is highly compleXhe
pilot securedslow but steadyrogressby ensuring all
was heard (eg. full and multiple security reviews ag
well as organisational stakeholder managemeanty
scoping stricthon implementation as close to real
services as possible

3 | Explicit MA advises data evaluators to |In some cases, users need to express consent for
request integrate (1) request to consent retrieval of attributes (GDPR). In almost all cases

and (2) explicit request into one when using the OOTS, the user needs to express

joint question to the user to explicit request (SDGR). Although legally sound, ir

prevent adding to the confusion practise the differene between both is difficult to

of course in case both are understand for data evaluators. DEs furthermore

applicable at the same time. | expect that users will ignore such requests and jus
click "ok".

4 |Multiple- |MA advises Member States to | The pilot involvedombinations o2 Member States
MS make an early start with the in the exchange of evidencabout citizens. The leve
scenario's |analysis of the&sDG of complexity for analysis increases vastly with ea

implementation where data additional Member state that is involved in the

exchange involves more than 2| exchange of informatiorAn example of 4 MS

Member States. scenario could be a father from MS A, Mother from
MS B and Child MS C (adopteddl Legal Guardian
from MS D Such an analysis introduces a level of
complexity that exceeded the constraints of the pils

5 |elDAS non MA advises The European Some of the participating Member States do not
notified Commission and the Member |operate a notified eID (SI, RO). On a bilateral basi
elD States without notified elDs to |non-notified elDs will be accepted for piloting

agree on a temporary sdion purposes, although pilot partners expressed their

for using nonnotified elDs in doubts regardinghe acceptance of nomotified elDs

SDGprocedures. for large scale SDG. Notification of elDs is a strong
prerequisite for implementing SDG. Mandatory €lC
notification as expected under the new eIDAS
regulation (elDAS revision) will not be available in
time for SDGmplementation.

6 |Sector Integration of the OOTS with | For the MA pilot alignment teor integration with-
specific  |sectoral systems @5SI in this |EESSI has been an important topic from the start o
systems |pilot) has proven to be nais the project. The solutions have been developed fol

straight forward as many different purposes and hence are not easily aligne
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expected at the start of the Also ESSPASS should be considetesh deciding on
project. how to move forward.Involving all needed agencies
7 |User MA advises the European Several data evaluators needed to implerhére
interaction | Commission to provide same logic in their specific systems, including user
design wireframes to have generic stef interaction (general explanatioixplicit Request,
(like Explicit Request and Preview). The user interaction design across
Preview) implemented in a participating Member States turned out to show
similar way by all MS. some differences in informative texts, detail of
exphlnation, use of buttons, etc. This may lead to
confusion for the user that deals with multiple data
evaluators as well as a slow learning curve. MA
decided to provide a pilewvide reference in the form
of wireframes to allow for more uniformity across tl
pilot.
8 |USI patterry MA advises to considehe use | MA Pilot chose to pilot the USI pattern considering
of the USI pattern in the context number of important MS requirements and
of evidence exchange for onling guarantees that would be satisfied thanks to user
procedures and data services |interactions athe DP side including reduced errors
holding citizens data record matching, increased user control and
transparency of the process having Preview at DP
side. Given the fact that USI pattern also reuses, a
as possible, the same specifications and standasds
the intermediation pattern, it would allow, beyond
this fact, to reuse more of the building blocks that &
already available on national level (e.g. Preview
implemented in many data service portals) and lea
to less complexity by avoiding the dupliat, only
for crossborder needs, of such solutiondow this
advice is de facto taken up as the evidence exchal
pattern in OOTS Implementing Regulation can be
considered to be almost equivalent to DE4A's USI
pattern.
9 |USI pattern MA advises to buildmmexisting |DE4A Information Exchange Model has been
sectoral Regulations such as | particularly useful for this pilot as it allows to
Public Documents Regulation ir exchange tsuctured evidence (canonical) but also
order to leverage existing original evidence and multilingual forms that are
solutions that are beneficial in | compliant with the Public Documents Regulation (k
crossborder contexts 2016/1191 and which were considered together wi
L{!'H Y2RSta FT2NJ G4KS LIt

3.2.6.2 Lessongearntfrom implementing and testing the DEQOP TS

Table30: Lessondearntfrom implementation and test

Suggestions for adoption

Lessongearnt

Planning
and

MA advises to allocateraulti-
month phase for establishing
alignment, priorities, financial

The components to be used (in the pilot) were
distributed over several authorities in a Member
State, requiring the commitment from all
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organising | means etc. for all organizations| authorities. This comrinhent is not obvious and
tasks involved. must be secured beforehand. Also, as the syste
Furthermore, it is necessary to | € distributed, the teams working on the syster
have a coordinating team are distributed as well. Collaboration took more
(equipped with sufficient time_and in each team, k_eeping DE4A with high
knowledge about the solution) i priority became challengind.U findly managed tg
each Member State to make s tv)ringvin most of the neededAexp(?ntmne RO
that legal, semantical, technical RARYy QU YLl yl 3_ S uz2 I OKA
and managerial issues are bein though Fhey 'had gootkchnical expertdut maybe
resolved in a timely manner. | 100 fewindividuals.
2 |Handing |MA advises the European Design documents and specification have
over Commission to put additional |sometimes been interpreted by different pilot
efforts into explaining the partners in different wayslhe preparation of the
workings of the SDG OOTS pilot or during interoperability testing such
components to public authoritie| differences surfaced. It would be bettey have a
involved. The better the solutior detailed common understanding of all the desig
is understood by all, the details prior to the testing phase. Take the time
smoother the SDG handing over Solution Architectussnd
implementation will be. componentgo other work packages in the DE4/
The national complexity that the Programme, and make sure that everything is
SDG imposes on Member Statg Understood.
(e.g. record matclmg) is easily
underestimated.
3 |Documen |MA advises the European For developers of the common components,
ting Commission to invest in proper|there's a lot of logic behind its internal routines,
and clear documentation for | structure, configuration, etc. Deploying these
developers in Member States, §components by the Metmer States in the MA pild
they can get the OOTS up and | raised several questions regarding the use of
running with the least amount o Docker images, configuration items that needec
effort. Documentation should |be set correctly, required firewall and DNS
not be too cryptic and short, bui settings, etcUsing Wiki and GitHub workeery
definitely must not be too well to facilitate internal communicatimand to
extensive. Feedback on the make results externally available
documentation from first mover;
has proven to be very useful in
the MA pilot.
Additionally, installing a small
central teamto technical experts
providing support technical
experts in Member States, couls
be considered.
4 |Configu |MA advises Member States to | Thecomponents needed for SDG rely heavily ol
ring prepare for the steps to be take use and exchange of certificates for server
to request the certificates authentication, signing, etc. The process of
needed to operate the OOTS. |acquiring the certificates turned out to be time
MA advises the European consuming and erreprone (all details must be in
Commission to investigate place when requesting theertificates).
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Suggestions for adoption

Lessongearnt

whether the process for
acquiring the OOTS certificates
can be simplified.

MA advises the European
Commission to design a
procedure for communication
between Member States in cas
of change of certificates and to
provide for certificaterollover to
guarantee OOTF&onnectivity.

Furthermore, the procedure of requesting
certificates is regulated in a way it requires
signatures of responsible people within the
requesting institution that do not on a daily basi
work with - and understand the use of
certificates. Opeople that are not available
immediately prganisationexecutives
infrastructureand network experts)

Integrating
DE and DC

MA advises Member States to
take the impact on existing
systems into account. Including
existing items on backlogs that
might need to be resolved befor
being able to connect to the
OO0TS.

When integrating to the DT/DR, expect to run in
existing problems in the DO/DE systems that ne
resolving as well. This will involve extra work,
although the work is not directly being creat
due to integration with the DT/DR. The problem
in the DE/DO systems were existing already, bl
were not causing real issues until then (probler
were accepted) but might need to be resolved it
order to achieve good integration to the DT/DR.

Interopera
bility
testing

Wider OOTS implementation
requires more intetMember
State coordination regardinipe
exchange of connectivity details
configuration and crosborder
interoperability testing. Planning
of these activities requires mucl
attention and flexibility from the
Member States. MA advises to
take this into account when
connecting the decentralised
SDG OOTS components. elDA
lessondearntwith regards tahe
exchange of certificates for
example, are also relevant.

The speed of development rias per Member
State. Therefore, readiness for crdssrder
testing (and piloting, for that matter) is also
distributed in time. Member State A can have th
DE ready months before Member State B has ({
to several national impediments). Testing on fix|
moments in time for all DEs and all DOs has
proven not realistic so going for a phased pilot
launch has been proven as the right approdtis
conceivabldo start also immediately (within-&2
months) with basic testing (eIDAS, connectivity)
and othereasily available technical resources.
Applying Agile to projects of the size and
complexity of DE4A is often a challenge.

Interopera
bility
testing

Establish clear readiness criteri
for the DE/DO and the DE4A
Connector before starting
Connectathons.

The MA pilot has proven that a lot of settings ne
to be configured correctly to allow successful
crossborder evidence exchange. During
interoperability and integrationtesting
(Connectathons) Member States sometimes ha
different views on what components or
parameters had to be set in order to start testing
As a result, not in all cases the complete flow
could be tested at onc& his was improved in ¢
final piloting phase with Getting started guides i
the Wiki.
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Topic
Interopera
bility
testing

Suggestions for adoption |

MA advises the European
Commission to coordinatine
exchange of test credentials
between Member States. Many
to-manydrequesting and sendin
of elD3 on a bilaterbbasis
should be prevented.

Lessongearnt

Proper interoperability testing is only possible w
the required test elD means. These national ell
means have not always been easily available
(depending on the MSpecific situatiorg
dependencies on Id® may exist). This hindered
crossborder interoperability testing at some
occasions. The effect of lacking test credentials
be much greater inase of large scale
implementing the SDGR.

Reliance
on elDAS

MA advises the Member States
to setup and test national eIDA!
deployment prior to
implementing the SDGR in orde
to prevent delays.

MA pilotingq just as SDG implementatiarelies
onthe useof eIDAS. Unfortunately, eIDAS is not
fully up and running in all Member States. In
interoperability testing, several elDAS related
setupor instabilityissues needed to be solved.

10

SDG
implement
ing acts

MA advises the European
Commission and Member ¢
to be aware no such thing as 'a
final version' exists in the area (
inter-Member State information
exchange. Moving forward step
by-step with versions currently
available is crucial to progress.
Note that continuous alignment
with all European initiaves
during single steps is not feasib
and will delay each initiative
started.

MA pilot implementation hagxperienced delays
by numerous discussions (within Member State
and between Member States) on alignment with
the SDG OOTS that was being sketched at the
same time. Although this approach had been
deliberately chosen and agreed upon at the stal
of the MA project (to enableeal piloting and
provide input to SDG), in practise discussions W
raised over and over again and caused
prioritization challenges for the pilot activities of
partners.

11

Coopera
tion

MA advises to facilitate technic:
experts of the Commission and
the Member States to easily as
each other questions, respond,
etc. using a tool for this purpose
e.g. Slack.

Slack Wiki and Githulseems to be a good mean:
(better than mailto have developers of different
MS / WPs collaborate.

3.2.6.3 Technicalsemantic organizationalandlegal knowledgehared withwork packages

ID

Table31: Lessongearntfrom semantic, technical and organizational/legal activities

Topic

Communi
cation

Suggestions for adoption

Use visual tools to show the
benefits of OOP to users, e.g|
presentations and videos.

Prepare the creation of an
animation by setting up a goo
storyline and slides that
illustrate the flow of the
animation.

Lessongearnt

Implementation of the Onc®©nly Principle
mightbe interpreted as abstract by users /
companies that might benefit from it. From a
user perspective, there's not too much to see
the OOPprocess. OOP might be interpreted a
'not a big deal’ by the user. Large parts of the
solution are "complexity undethe hood".
Hence, additional efforts are needed to explai
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in an understandable way the huge difference
that OOP makes.

2 |Legal Start early with legal Mockupg Discuss in detail the meeting of different
regulations and languages to get a good
understandng of the cros$order implications
of legal basis and complete purposBacument
the legal status before going live.

3 |Legal Simplify national side Cumbersome and difficult bureaucracy to sati

administration some legal requirements, such as hieysical
signing of theDelegationof Power
data/documenticertificate/VC

4 |Semantics |[a5SNXB I A &l NI G A |What may seem like a simple step to complet
be understood betteafter procedure may in reality turn out to be quite
final phasebut may be complex depending on cultural and regulatory
interesting also for other implications in 2 or more countrieélso the
services. availability of a non mandatory atbute was

added.

5 |Organisationg Ensure project participants ar| Anticipate for the need of formal required
also those that will finally aud| national security auditing processes that neeg
the infrastructurdservice go through all slution components.
before golive.

6 |Technical Expect different domain An identified future need relates tihe
identifiers to have to interact |implementation of advanced identity linking
in one Service. mechanisms, that will work around the lack of

persistence of some elDAS elDs, across Men
States or even across portals in the same
Member State. That workaround would allow
for the Previewer and Authorizatiguortal to
correctly identify the same citizen that
previouslywas onlyregistered in a Data Owner
portal.

3.2.6.4 Pilot learning for sustainable impact and new governance models

Table32: Lessontearnton new government models

ID | Topic Suggestions for adoption Lessongearnt

1 |Stabilization |Some MS have added furthern There needs to be a minimum level of comma
reaching security requiremeniagreed security measures for all to build trust
than expected from the start. | especially over time.

This should be harmonized a
adopted by all.

2 |Organisationg Early and detaileglanning Adjustmentsare required to cope wittdifferent
andsharing of plansto avoid [t S@Sf a 2F LINRPINBLaa A
making the same mistakes. |developments/ deploymentdncluding

networkport opening.
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3 |Organisationg Simplification and Deployment delays due to the complexity of tk
harmonization of deployment|internal IT department struare. Also ITfteam
procedures. work overload played a role.

4 | Policy Quicker Member state Different sustainability goals across partners

decisions and relecisions. with a consensus emerging to either deploy o
keep pilot services in production or use DE4A
infrastructure to keep exchanging messages
until the SDGR OOTS is in productiimere
seem to be a eed of quicker ad clearer
cost/effort estimates Asuggestions toagree
on onedomain(Digital Government
Transformation)nodel not only for the SDGR
servicedut also all services reusing the
canonical evidences.

3.3 Technical common criteria

From a technical perspeut, the services piloted in DE4A must adhere to several common criteria.
The following table describes how each of the DE4A technical common criteria was met by the pilot in
the final iteration.

Table33: Reflection peirechnical Common Criteria

1 |Openness | The entire DE4A common component documentation is publicly available on
DE4A wikand GitHuh elDASIocumentation is also publicly available.
Documentation on DE/DO systems is however not publicly available, which is
line with other documentation of DEs and DOs.

2 |Transpa |Procedures and results of the pilot, as well as the actual status olections and
rency readiness have been (and still are) publicly available onthé ;land on the
ItJsing these sources, interested partoesm follow along and

study the details of the piloEnduserswere informed on the piloting conditions
and what it meant to participate in the pilot by their pilot session supervisors,
through the microsite, and on the procedure portals. Internally, ariJMdso

provides for MS authorities transparent information on requirements, assurar
and limitations in relation to piloting.

3 |Reusability| TheMA pilot used existing data sources at the side of the DO, and building b
like eIDAS, SMPs and DE4A building blocksyphs ofevidence exchanged
during the pilot concerned datthat is already available icivil registers.

As another aspect of reability, users from Member States that have a notified
elD, appreciate the usability of this familiar elD instead of having to obtain a
specific account to use in the eProcedure across borders.

4 |Technologi| TheMA partners used software provided by the technical work package in the
cal DEA4A project. This concerns for example the connector and the SMP. Memb
neutrality |States wee free to choose an AS/4 gatewdyata Evaluators and Data Owae

and data |chose their own standards and software and developed an integration to the
portability
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DE4A common components using the proposed APIs to the Connector and ¢
common components.

5 |User InMA, this aspect is applicablerfthe DE eProcedure Port&dO data servicesnd
centricity, |elDAS. The usability of each portal depends on the standards applied by the
inclusion |DHEDO. Each portal has its own desitamnguage and standards. For eIDAS,
and access| standard useiinterfaces were used, as supplied by varisuppliers (which were
ibility out of scope for the pilot). On the user centricity aspect, not too much can be

without touching the constraints that exist from [¥-portals and other
A0FyRINRAD 2KI G o614 20ASNIBSR K28S0
read the entire texts on the screen. Offering all texts in the motibegue of the
usersimproves &cessibility.

6 |Security |On several occasions achieving publicly available portals, or just establishing
and privacy connections between DE4A Connectors, turned out to be difficult and very tir

consuming. Many issues were encountered in opening up firewalls and obtai
certificates. To saae safety, organisations have many policies and administrg
procedures in place which, however very useful and necessary, are a major
for delays.

For privacyprotection, a MoU and DPO were installed before and during the
project. No incidents oecgred during pilot runs.

Users would appreciate an increased insight and control of the (DO) data sol
(i.e. know exactly what data and what source is used)@msbge (by the DE. i.e
which data, for which procedures exactly and for how long). Thipagty be
explained by a desigohoice and delimitation of the pilot scopad MOR
component is designed to help with this demand

7 |Administra

As stated in previous sections, both the DE atidens recognize the simplicity o

tive the procedure. It is faster, safer, more secure and with less activities than the

simplifica |traditional procedures. Also, processing the data is easier because of higher

tion quality, resulting in less errors that need to be resolved. In some cases,
introduction of workng with the OOP TS also initiates process improvement
within DE processes.

8 |Effective |Data Evaluators andtzensrecognize the fact that less manual work is involve
ness and |in the piloted procedure and that the duration of the procedwsariassively
efficiency |reduced.The average duration ahe Portuguese testslClprocedureis 121

seconds. The nuian is101 secondsThe average duration of UC2 with multiple
evidences was 116econds and the median was 135 secorféts.part ofthe
Slovenian UC2 tes(g testers)the average s 287 and a median of 22hdone
outlier of 13 minutesvas discarded
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4 Pilot Procedures

4.1 Cross border testing approach

4.1.1 General approach

To establish and confirm therossborder connection between Data Owners and Data Evaluators,
tracks with milestones for the following tags were established:

a OOP TEC1US)
o OOP THA.5(Deregistration Brensionbased on Lookup response
a OOP T8C2 (USl)

These tracks weraitially meant for all Member States to use synchronously. This however, turned
out to be unrealistic because all Member Statesed outto have their own challenges, leading to
different speeds of developmengometimesthe availability of resources and prigyitonflicts with
local projects result in frequently changing tinmels. These changes also impact timelines of other
Member States that are being interacted with.

The general approach where tracks and milestones were defined remained useful, howesachor
combination of Data Owner and Data Evaluator a separate timeline turnetbcag necessaryFor
piloting several use cases using each specific (version of) component in the infrastructure, close
monitoring and flexibility in planning was requiremprevent conflicts in compatibility. The complexity

in planning is expected to be preseanfl pehapseven stronger) when implementing tHeOP T8n

a European scale.

4.1.2 Connectathos

Member states performed unittests themselves before attempting crelerder testing. Specific
meetings, namedConnectathons, were held to test and confirm connection fAilestonelevel)
between all Data Owners, Data Transferrers, Data Requestors and Data Evaluators. In these meetings,
structured testingbased ontestcasedrom D4.10[2] was applied to confirm connections for both the
elDAS track and the OOP TS track, making sure thatlmbodsr communication and error handling

work as expected. In case of errors and issties technical experts attending the meeting used the

time available to investigate and solve issues like configuradoorsand backend integrations In

case experts could not solve the issue right away, they defined actions to perform between two
Gonnectathons, e.g. configuration of firewalls and local Ddtnponents. For issugolving, experts

shared screens and collectively studiedibgs inthe involved Member States.

Knowledge developed in the earli@onnectathos was shared with otheMA patners and DE4A
pilots, in order to smoothen futur€onnectathos and establish remaining connections sooner. Also,
test cases and presentations to structure thegSennectathos were reused for future meetings,
securing a constant quality of the estabkshconnection between componentSuring preparation

for piloting the use cases42 connectathons for eIDAS and th@OP TSwere performed all
connectathons where42 Connectathons were recorded to be able to go back and analyse/check
technical log®tc.

4.2 Enddza SeN@agement progress and dissemination / impact activities

4.2.1 End user involvement

The pilot planning D4.10 [2] defined the user involvement activitiesincluding interviews To
summarize, the following user groupgretargeted for participation imndevaluation of the pilofor
Use Case:1
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} employeesot involved in the pilobf the data evaluator in aMA Member States
} employees not involved in the piloof the data owner in afpilot Member States
} Citizendn allMA PilotMember States

Involvementof people from outside of the pildurned out to be difficult, a€itizens dmot have their
elDs and ar@ot often inneed of the services piloteout the 28 end users that did usgere happy to
get to try them out ina pilot setting.User involvement wastypicallyinitiated 2 weeks in advance of
the planned start of each pilot combinatiolm the end AHA was not approached since the community
ceased to exist. The sharing in Kedih was done at the very end of writing this repprso
questionnaires posBly filled out until the review will not be part of this deliverab&o mainly friendly
users from the agencidavolved in the piloweretesting(SIMPA, AMA)but none of them had been
part of the development of the serviceBlans to recruib0 users in thevere mainly missed due to the
very lateavailability of some DEsr(unavailability in the case of Romania)

4.3 Pilotgovernancend internal progress report

In advance of every new DE/DO combinatiata onthe privacy measures as definedtire MoU were
checked anaxecuted and the Data Protection Officer was inform&afore piloting, a presselease
was made available on the DE4A website.

Pilot Runs were organized by tMS as this is best made on a local baRikt runningsessions were
organized vianline meetings.Severalsessions were recorded (to collect evidence) and recordings
were saved on a secure location (with limited access)well as published on the website after
anonymization or just using test users

No saues existed during the pilot runs, that required any intervention from the BfDthe definition
of the deregistration process

The Executive Board was informed on every meeting about the progress of the pilot runs.

4.4 Knowledge exchange among pilot pasta

MA pilot partners met on a weekly basis to discuss progress, planning and iéstesswere collected
issues/lessonkarntwere shared in Bickandwhen needednaintainedat the DE4ANiki (which was
also used for further developing this rephi®n several occasions, additional meetings were organized
in order to discuss certain topics in more defaith as the Deregistrian.

Connetathons were used to confirm connectivity and piteadiness, while developers useld&kto
collaborate online,ri order toresolveissues and prepar€onnectathons

The MA pilot set up and maintained wiki (https://wiki.deda.eu/index.php/Moving_Abroad_Pilot)
providing information on the status and progress, but also on sml#rchitectures for pilot. The wiki
was also used to collaborate on the production of official pilot deliverabss.the wiki, general
descriptions of the pilot, use cases, status and solution architectureghforpilot have been
documented.

4.5 Stabilisatiorof pilot experience and user support

TheMA results will be combined with the results of the other DE4A pilotgroduce a more general
perspective on piloting the SDG.

Reflecting on the pilot procedure, théizensreceive documentatiofirst via theDE4A web anthen
execute the pilot e®cedure on their ownfollowed by completing a questionnaiand aferwards
the MA-pilot participantswould interview some of thetesters The nonsupervised mode workeand
there were reports of ended sessions due to unavailability of supporting services like eIDAS
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4.6 Suggestions foextended functions pospilot

Feedback fronpeople involved (interviewees and beneficiariesthe pilot points towards several
possible improvmentsthat could be taken into account for the implementation of the SDG OOTS.

4.6.1 Functional and technical improvement

Looking at the observations and interviews, it becomeardhat thecitizen anccivil servantsvant to

sperd as little time as possible to complete an eProcedure. Prexdeasons already pointed out #t

the Explicit Requestand Pregi Fdzy OG A2yl f AGeX fS3lrftteé &az2dzyyR | yR
not necessarilyactually contributeto that direction for many people Further developments in the

short term include a need for widely spread usecitizen digital identity that works crossborder and

digital services (public and private). TM&agencies need better baakfice and integrated systems.

MS need to ckfine and implement more mandatoryand agree on also optiorjaktributes and
connected Services catalogues. MS need to define and implement common infrastructure components
(eIDAS, elD&reviewspace wallet, OOTSnore widely New Evidence Types and servioeed to be
agreed and madavailable this maybebeing services likBnding Daycare for your kidstaxationand
exercising oting rights. More "digitally bornbr digital by defauldocuments and servicese sought

after.

MSneed to cfine their & ackbon& and core dgital components be it infrastructure defined data
and models MSand ECneed to make decisions on Distributeéddger technoloigs,MSalso need to
defineand publishAPIsand/or Verifiablecredentials ad continue to invest in their own skills as well
as to supportExternal Developer Netwosk More national servicesre expectedto reuse the
fundamentalMA canonical evidences @OP T&nd other MS serviceMS need to publish towards a
decentralized but federate@&U cataloguas asource of evidencéype per Member StateEventually
mid-term catering forOnly-digital accesshould be aimedor a basic catalogue of transactionwith
Onlydigitalaccess alstor anadvanced catalogue of transactioimsthe longer term

4.6.2 Suggestions forift procedures improvement

Activities and effort spent on recruiting users to become involved in the pilot peaduced learning

that these activities are very timirgensitive.On the one hand, it seems hard to involve users and
therefore, all effort should start long before the actual start of running a pilot. On the dthed,
pilots may or almost certainly will experience dedaThe procedures for recruiting usetiserefore

need to become a continuous procest offer as manycitizens as possibléhe opportunity to
participate This isone of the reasonwhy LU and PT have chosen to continue the services beyond the
project

Amore complete and more coherertccountability framework is needed at a MS level so that MS can
provide high availability of servicddS also need to agree on and implememgtrics onactualusage

and reusage as well as to agree on allowadnetization models (fee for service from different actors
etc.). This needs to take into consideration the differexichangeatterns used as well agportson
number of subscriptions (per MBB, report on number of notifications per MBE Number of
registrations petMS/DEmeaningactual usage of the OOP M&ed to be monitoredDetailedCost
benefit analysis oMMS andEU levebased on an agreed modi& needed Functionality should be
offered like gprivacy Dashboardverviewon who usesand reusegitizenevidenceandon what legal
basiswhendid it happen and how long is the data valid for, in short data provenance for simpler reuse
in a humancentric way

MS want to define andmnplementauditing and verification ethics and legatcountability/ liability
acrossprojects and differentregulatiors based on interdisciplinanyorking groups The laws and
NB3IdA FGA2ya 2y a®ighsRIRéspansibiitieshafaged Mifeal time need to be
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understood ineach Member Statand also negotiated and technically implementedssborder in
the medium term

MSwant to define and implementglobalcrossnetwork interoperability protocolas well as common
security measures andobustand resilient infrastructurethis includes ecord matchingbeing solved

in realtime as well asbroaderand frequent us€e.g. weekly of European Union Digital Identifiers
(EUDIaNd allowing also Buropean elDThis calls for a clear and concisgrnancemodel forall real
servicesnot just MA proceduresor eIDAS but SDGR and otlHewropean Commissiedriven 50
servicesA vision mentionedy some partnerd & Europed IT Office for Maintenance and support
(of OOP T. This calls for aadmap &ignmentof OOP T@ndelDAS.
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5 Conclusions and major achievement s

TheMA pilot hascome to arend, but the services live on for some tinaed lessons learnt are of high
value for OOP and SDGR communifid® technical testinigading to real users pilotingin into some
difficulties both in timing and experience as well as availability of resources with the right skills and
permissions. But the same technical teams were able to pull together at theaadddue to reuse of
components and improved knowledgaore combinatnswhichcould be added with extreme speed
towards the end.

In the end also the MA pilot hampleted successfully and yielded valuable insighii®t partners

managed to analyse the most important challenges for the implementation of the SR
deregistrationand the use of multiple evidences. The eloped an international infrastructure for

the crosshorder exchange diindamentalcivil registrievidence by deploying and integrating DE4A

common components taitizen registers and service pvaers. This infrastructure was designed,
implemented, extensively tested anichproved during Connectathons andsed for piloting with
severalcitizensnew to the servicesY F Ayt & Ay | LAf244Ay3 Sy@leNRPYyYSYi
LINP RdzOGA2Y LERNIIFfaég 2F GKS a{ o

Based on the executed eProcedures, interviews with parties inva@wedheir common comments
the final SDGR services will delivengler eProcedurs with shorter duration and often what is
perceived aimmediate real time results The quality of evidencesand the minimizedeffort for
processingeem the most important benefits that were observed.

The pilotedeProcedures have shown simplicity and speed, as welbwasr cost(in time spent)for
both Public agencies and citizeffe higler data quality results in less processiigors for the Data
Evaluator compared to the current way of executing procedurdsoAd implementatiorcomprising
several procedures is required to maximieal usage

The need for receiving notificationgleregstration) about changes irtitizen register entries was
validated during analysenddesign, regarding both changesdamiciledata andlife events likee.g.
gettingdivorced or change of name for other reasons

Citizensseem to focus on completing thanline procedure as fast as possible qay little attention

to texts about for examplehow the Deregistrationprocess worksthat canconsequentlybe missed
CdzZNIKSNJ g2N] YSSR& (2 0S R2YySpop@psRIEZA RA AIOSAFY B 5
when a citizen makes an active important choice and when they are just being informed

The used loc#l1S infrastructure determines the required effort for D&hd DO integratiorto a
medium extent Member States therefore establish their own maximspeedfor implementing the
necessary infrastructural, legal and procedural changéseritiesand therefoe timing differ between
Member States because each MemIState has a different starting point and therefore faces different
challenges. Applying a general steypstep strategy for implementing the SDG infrastructure,
gradually increasing complexity, has proven to help wiite focus and management of the
implementation, but the timing andavailability of expert resources peripheral processes has been
more important.

The availability of an EWide operational eIDAS network and notified elDs are prerequisites for
implementing the SD@nd should be in place agpeerequisite for EU funding mnyfuture projects

Mandatesvalidationis lacking and this needs to be part of the solutions for moving famities
children your own andpossiblyfrom new partners)andfor the elderlye.g. children supporting their
parents in the difficult transaction of lging a new house abrah(a transaction often involving
administration at all NUTIBvels.

Establishing a harmonized dataset that embodies the evidence to be exchenogstiorder turns out
to be time-consuming. Having the evidence match the needs of Data Evaluators and making sure that
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this can be provided by Data Owners requires much analysis but is key in making thieocdess
exchange of information valuable andrdble. Focusing on a first limited, yet still valuable, set of data
increases feasibility and secures progrddswever, MA Pilot made a good starting point thanks to
data models defined for multilingual forms in the Public Documents ReguBtiyr2016/191
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