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Executive Summary

European digital policy and recent developments, such as the Eurdpigétal Identity Framework,
show a first outline of a future that goes beyond eGovernment Interoperalblithorough analysis of
current EU policy documentgvealsan underlying vision of a seamless Digital Single Market (DSM)
ecosystem One Network fo Europe ONEexhibiting the following eight aspects:

Overcoming the Boundaries Between Public, Private and Third Sector
A European Ecosystem Instead of Interconnecting National Silos
Peoplecentricity and Sovereignty

Inclusion

Free Flow of Data

Secure and Trusted Environment

Increasing ole of the government

Crosssectoral Governance on European Level

g oo oo oo g

Expert interviews were used to collect insights into practical steps towards this vision, explbehg w
would be needed tereate a EuropeaBSMecosystem that will maxirsethe growth potential of our
European Digital Economy, provide an optimal breeding ground for digitaligiarand at the same
time be peoplecentric and preserve our privaeydsovereignty as EU citizens

From the interviews & see confirmed thaharmonizationcannot stop on the legal level but needs to
includethe level of organisational and technical specificatinmile being mandatory for both EU and
Member State level. This requires strengthengdvernanceof the digitization of Europe. The
proposed Interoperable Europe A8 is seen as a very important step in the right direction with the
expectation that the Interoperable Europe Board will evolve over time to the central governance body,
with an even stronger mandate than defined in the first proposal. The insigred)éon the interviews
concerning the futurearchitecture confirmed the importance of the EUDIW and the central role of
harmonized semantics allowing automated reuse of information across the Union. Interestingly the
second focus of architecture related pEmses are closely related to the harmonization and
governance, calling for the use of standards, the use of common description languages, improved
cartography of readyo-use toolboxes. A very concrete focus was putdaia in enabling the data

driven ecamomy: data should be easily available across the Union with a data access logic managed on
EUlevel.

On thebasis of the interview results, the literature analysis and the insights gained in from de DE4A
project, a functional architecture landscape wasided, consisting o6 functional areascontaining
21 architecture elements (or componehbf which only some highlights are summarized here.

In theUserarea, we found that the EUDIW is a very powerful basis for two pemgiric components:

that we caled the human Digital Twin and European PassepartouthtineanDigital Twin will need

to consist of multiple, separate personas in order to be privacy preserving. The European Passepartout
is a universal, yet not uniforntmaster ke that must support both full as well as pseudonymous
identification to allow separatpersonas to behave independently from each other.

Legally valid, harmonized structutedata that canbe directly regedin afully automatedway (cf.
canonicakvidenceor electronic attestation of attributesy the most prominent element iData and
Souces Otherimportant elementisa catalogue (ocatalogue of catalogues) of roles (and professions
and rights) and data servicaad a multilingual ontology repository. These cataloguesrapdsitories
mustallow automated querying and validation agaitts¢m (cf. trust listg.

The elements of th&Jsage and Functionalitgreadraw a picture of looselgoupledbusiness services
that break open the nationadnd sectoral silos an can be used irrespective of dhnigin within the
Unionor ownership (public oprivate) of theservice. These services would build on standard protocols
and as far as possible on reatdyuse building blocks.
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The above builds oiorizontal Functions namely a Multipattern Exchange Architecture and an
Attestation-based Access Manament SystemThe latter is expected to use validation against the
catalogue of roles and the ontology repository.

Some elements thadre required for the preparation and initialization of the ecosystemamapiled
in the Prerequisites Digital ready legislation artthe availability of interoperability skills fall in this
area, as does the need for a DSM value model.

Not of the leastimportanceis the area of5overnance which is structured toglown, from the need
to be stronger involved in international governance to the need to anoperational governance in
a permanent interoperability agency.

Overall, we see that current developntsnsuch as the OOTR®] [13], the EUDIVL6][17][9] as well
as regulatory measures such as the Interoperable Europaraet! moving Europe towards the ONE
vision. There are, however, nine points that require further attention research:

1. Legal validity of structure data should established on European Level.

2. There is an apparent need to interoperability agreements that are binding across the Union
and applicable for both the public as the private sector, yet less rigid than laws.

3. Our governments should claim their role in the @mance of an interoperable Europe that
extends from the eGovernment domain to cover the entire DSM, hence including private
actors. This requires establishing strong European digital governance bodies.

4. Member states and the Commission should take a plisacand coordinated stance in
international governance bodies concerning questions of the digital economy, including
international standardization bodies.

5. The Wallet should be a European Passepartout suppopiegidonymousdentification and
allowing theuser to manage the different personas of their human Digital Twin in a privacy
enhancing way.

6. The management afemanticsshould be recognized as a European endeavour, including the
creation of multilingual ontology repositories and a semantic elicitaipproach to create
and maintain ontologies on European level.

7. The creation of an attestatichased access management logic that must be highly
decentralized, yet applicable across the Union and across different channels requires further
research and devepoment, as it is crucial for the success of the DSM.

8. The OOTS and EUDIW provide a good basis for establishing atten exchange
architecture, but establishing such a horizontal, mphitern architecture should be
recognized as an overarching goatlananaged consistently.

9. A value model of the DSM should be developed to mitigate the risk of value dissipating from
budget financed services to commercial enterprises.

Concluding, we can establish that attaining the @iion of a seamless Digital Single Market
Ecosystem doedepend more on conceptual and governance challenges than the lack of technological
OF LI oAftAGED | aAy3d 2dzN) & HjsmktTo?\Blrommpeﬁy'aE (dkersé, y R

0 NJ

democratic, and confided{3] 4 S aK2dz R AYRSSR 0S5 | &drope niugtleadOKA S @S

the transition to a [..] a new digital worlgl[10].
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1. Introduction

1.1. Purposeof the Document

One objective of DE4A is to envision different target architecture states at different time hotlzins
provide guidance to the further development of European governmental interoperadulityions and
platforms This deliverable presentscansolidated architecture vision ftine long-term time horizon
specificallythe time beyond this Digital Deced[4]. The starting hypothesis is that theigital
transformation of European administrations, national governments and public authohtiesa
profound impact orthe development of the datariven economy and the social and economic reality
of the single market and its global competitive position.

Theobjective d D2.8is to provide guidance and foctmr architects and policy makers both on Union
and Member Statdevel. The authors attempb put forward a positive, ambitious, yet attainable,
architecture vision of the future of interoperability that transcends both national boundaries and
classical roles of public administration, private and third sedtbisvisionfor One Network for Europe
(ONE)uilds on insights and direction derived from current EU policy documents and regslation
coversa range of legal, semantic, organizational, and techsmation elements or approachebhese

key solutionelements are derived following an inductive approachfrom semistructured interviews
with renownedEuropeanexpertsin the area of crosborder eGovernment interoperabilityand the
digital economy

1.2 Research Methodnd Structure of the Document

The researchconsists of twomayorparts. First a literature review of recent EU policy documents and
regulationsusesadeductive approackhp validatethe starting hypothesisQurrent EUpolicyisdirected
towardsthe vision ofa seamles®igital Single MarketDSM) eosystem This analysis resulted in 8
aspectf the ONE vision describedchapter 2.

Second, a series of sestructured interviewsvas performed with Europeasxperts to collect ideas
2y | OO A 2y I St SY Shyaweuddzigddaoyhie put in place to attain the ONE visiourrent
policy focusses approximately 10 years into the futgrthe Digital Decade; and does so from a
strategic goalsettingperspective The interviews aimed to lodkeyond this decade andere set up
to collectedthoughts ideas and dreams that usualife in the margins of the daily work and mostly
remain undocumentedThe responses are analysedcchmpter 3.

In chapter4, the authors apply inductive esoning based on theolicy insightsinterview resuls and
insights gained in the course of the DE4A projectlerive a landscape ofunctional architecture
elements that are required for attaining the general vistutlined in chapte2.

The document concludes ahapter5 with a summary of the main findings.
1.3.Relation to other DE4A Deliverables

D2.8 builds uporinsight from the DE4ArBject Sart ArchitecturesD2.5[26], insightobtained from

the pilotsas well aghe insights fronthe mid-term target architecture description brought forward in
D2.7(Interoperability Architecture for Crodsorder Procedures and Evidenceckange in light of the
Single Digital Gateway Regulafiohlignment meetings wheredid with WP60Sustainable impact and
new governance modeisand WP7dLegal and ethical compliance and consensus budasgtheir
deliverables were written imparallel D2.8 is an externally directed report and has no directly
dependent deliverables in DE4A.
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2.Long-term EUPolicy Perspective on the Digital
Single Market and European Interoperability

The EuropeanCommissio{EC)efined the Digital Single Market M) in 2015 ad..] one in which

the free movement of goods, persons, services and capital is ensured and where individuals and
businesses can seamlessly access and exercise online activities under conditions of fair competition,
and a high level of conswer and personal data protection, irrespective of their nationality or place of
residencet [1] The importance of achieving a DSM is highlightedt asvill ensure that Europe
maintains its position as a world leader in the digital economy, helping European companies to grow
globally€ [1] One wayin whichthis is happening jbecausea DSMd (behn create opportunities for

new startups and allow existing companies to grow and profit from the scale of a market of over 500
million people¢ [1] in an environmentg K S NB mastcedodobnic activity will depend on digital
ecosystems, integrating digital infrastructure, haahe and software, applications and datfl]

They 2 i A 2 yDigitalKkdchinologies are profoundly changing our daily life, our wayooking and
doing business, and the way people travel, communicate and relate with each @tXef3Ewas
reconfirmedby the ECin 2020 and thoughto be dasfundamental agthe transformation]caused by
the industrialrevolution£ [3]. Theunchanged or even increased importance of thg a  Ehaphhg) &
9 dzNP LIS Qa 5 Fs Bxpréskefl ith€ AfkelziettiveT 2 Nfaircand competitiveeconomy:A
frictionlesssinglemarket, where companief all sizesandin anysectorcancompeteon equalterms,
andcandevelop marketandusedigitaltechnologiesproductsandservicesat ascalethat booststheir
productivity and global competitiveness,and consumerscan be confident that their rights are
respecteds [3]

Thiscontinuedfocuson the DSMis alsomirrored in the 2030 Digital CompassdDigitalisation endows

people with new sources of prosperity, allowing entrepreneurs to innovate, set up and grow their
business wherever they live, opening markets and investmerross Europe and globally, and

creating new jobs at a time when an increasing number of Europeans feel threatened in their economic
security or environmeng[4] andin the Berlin Declaratioi K I (0 LJdzi T2 NB | Nedsterd KS 2 6 -
resilience and sustainability by strengthening the Digital Single Market that reaps the economic and

social benefits of digitalisation and connectivity éitizens in all countries and regioa$5]

Amongall achievements that were attained along the tree pillars of the Digital Single Market Strategy
[1] we would like to mention especially tHeUregulatory achievements thavere concludedy & !

new Digital Services Aithat upgradespur liability and safety rules for digital platforms, services and
products, and complete our Digital Single Mar&df.0]: The Open Data Direc&\7], the Digital
Markets Act[6] and the European Declaration of Digital Rights and PrincijgsAdditionally,the
ongoing investment in the Single Digital Gateway ($I&pand the OnceDnly Technical System (OOT)
[13] must be highlightedhs essentialor the DSM Theybuild onthe important investmentsnadeis
context of CEF14] and ISA[15]. However, and \thout disesteem for the great achievementé
creating a DSM in period from 2015 to AQ02ve clearly can observe a broad consensus for the
importanceof further fosteling the DSM[3] [4] [5] in the decade(s) aheadour stated ambition is
more relevant than ever: to pursue digital policies that empower people and businesses to seize a
human centred, sustainable and more prosperous digital fuéL[d.

Europealsohas specifistrengthsthat gives confidencéor the longterm future of thedigital economy

wherethe DSMg At f y 20 2yfte aYlIAydlAya Ada LRARKNbBuw22yYy | &
candevelopinto the leading digital econony & I Yy ZadPgfitivé sihgle market, strong rules
embedding European values, being an assertive player in fair antbasta international trade, its

solid industrial base, highy {1 A f t SR OAGAT Sy a [AyARd bhderdhlp indza digitaD A FA £
economy goes beyond econonsitength dThis digital Europe should reflect the best of Europgen,

fair, diverse, democratic, and confidér8] In more practicatermsthis meany & LJdzi G A y 3 LIS 2 LI
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centre of the digital transformation; underlying solidarity and inclusion; restatiegimportance of

freedom of choice; participation in the digital public space; safety, security and empowerment; and

& dza 4 | A 8] iropurkuf of thefgoalthat & 9 dzNR LJ8ad e maiisition to a healthy planet and

I yS¢ RAJHOLIE 62NI ROE

{dzYYI NAT Ay3Z G¢KS 9dzaNRLISIY s1& G2 | RAIAGHEAASR
and sustainability, anchored in empowerment of its citizens and businesses, ensuring the security and
resilience of its digital ecosystem and supply ch&ig$ One required property of this DSM ecosystem

is interoperability across Europ&he barriersin the DSM are not only regulatory mature andexist

on all levels of the European Interoperability Framew®&H][2]: legal, organisational, semantic and
technical.The ElIFprovidesextremelyvaluable insights and direction for achievam goveringcross

border interoperabilityand the authors highly recommernide applicationof its recommendations and

principles Whetherwe use the definition of interoperability from Elét the proposed Interoperable

Europe Act[9], however,interoperability in this context focusses on eGovernment and public services.

This is irstark contrast with the much widelongterm aspiration ofthe DSM outlined abovdf the
DSMecosystetha (2 0S | ywheSeyndivididisyand Busifiessés can seamlessly access and
exercise online activiti€g1], then we ought to move beyorttie public service centred understanding

of interoperabilityand envision a consistent and seamledigital environment.Breaking down the

barriers that exist in the DSM on all EIF layaescand SS dhy S b S g @®NHemerge NI 9 dzNP
This chapter outlinegight aspects of the ONfgsion that can be derived froraurrent EUpolicy
documentsand regulations.

2.1.0vercoming the Boundaries Betere Public, Private and Third Sector

As shownin the introduction above, the DSM ecosystésit 6 2 dzii ¢ AafidRbusthasRefittat] 3

Oy &aSIytSaate I00Saa [1]ahiitiSESBNOAR Sa 2K/S Al fl AOW A3
AYLERNIFYyG NBES Ay adiA Y dio]l DigkaydblicRervidd antl goveinmNdnty a F 2 NJY
regulated services witlecrucialind Sy a dzNAy 3 G KS aSOdzNAGe | y[RinNBaAf A
perspectivewe will needto overcomethe boundariesbetweenpublic, private andthird sectordigital
serviceshavingthem build onto eachother andreusingeachother in aseamlessnanner.

Digital
Single
Market

Figurel: Types offransactiondbetweenAdministration, Business and CitizereGovernment and
the Digital Single Market

1 For the purpose of the EIF, interoperability is the ability of organisatio¥sh NBI yAal A2y aQ KSNB YSIya |
units or any entity acting on their behalf, or EU institutions or bodtesiiteract towards mutually beneficial goals,

involving the sharing of information and knowledge between these organisatiormghrthe business processes they

support, by means of the exchange of data between their ICT sysfgms.

21 NIi A Of S -berded intéropebs@BNRAE IR Q YSIya GKS FoAtAdGe 2F ySGe2N] FyR Ay
sector bodies in different Member States and institutions, bodies, and agencies of the Union in order to interact with each

other by sharing data by means of electronic commation; [10]
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Theobjectiveof the new EIFdto steer European interoperability initiatives contributes to a coherent
European interoperable environment, and facilitates the delivery of services that work together, within

and across organisation®d R 2 Y[R] &xprésées exactly what is needed, except that their definition

2F 2NBlFyAal A2y NBAGNROGA AGAE FLIWLXAOFoAfAGE (2
types of interactions: A2A (administration to administration), [..] A2B (administratidrusiness), [..]

' v/ o6l RYAY A&l NI, iwhezesls ONER wolld rieadl t& sligpért another three types to
facilitate the next level of the Mg as shown ifrigurel: B2B (business to business), B2C (business to
consumer) and C2C (consumer to consumer, or rather citizen to citizen) tramsadtidhe remainder

of the document, insights and principles from the EIF are consequently treated as best practice
guidance beyond the public administration domain.

Recommendationsf EIF onnteroperability governancare an exceptiorf the above:Theycannot

be that simply extrapolated acrossl 6 types of transactionbecausethe government playvery
diverseroles in these transactions (cf. secti®r3). Thenotion that the boundaries between public @n
private sectorsare keing overcomen de digitaleconomy however,is undeniable Very practical
examples are the emergence of GovTech companies andeéiielopment of the European Digital
Identity Wallet (EUDW) [16][17]. The latter isexplicitly designed to serve the user (natural or legal
person) in transactiosiwith both, public and private service providetsence covesfive of the six
types of transactionsA2C, A2B, B2C, B2C and .@&Cargued irthe DE4A deliverable D2[18], the
aforementioned OOTR3] isa solid basito evolve into a multpattern architecture fully supporting
the sixth type, A2A, in support of A2C and ARBrices

2.2 AEuropearkcosysteminstead of Interconnecting Nation&llos

Qurrently, the eGovernment sectoiis mostly structuredin Wy I G A 2 y Eldsely dnkegra&di Q =
information systems catering exclusively to the needs of national public service provisioning.
Additionally, these silos are often furtheompartmentalized per sectorhis is notat all surprising, as

this mirrors the administrative structeson Union and on National Lelvas depicted irFigure2. EIF
NAIKGFdzE f @ OROBR2ROBFFENIGXKI G2aRAIAGAEAS GKS Lzt A0
European and natiofa f S@Sft a G2 F@2AR RAIAGEHE FNIIAYSYyGlaaz
digital single market to work smoothiy2], but the efforts ofcrossborder interoperability these last

decades were mostly focussed inmterconnecting national silos with European (sectoral) systems.
eDelivenyf19], which is a crucial building block in Digital Europe, championed-tieerdermodel[20].

This model did not amuch advocatea hub-and-spolke architectureof national access points ais

enable itto becomea dominant implementation modgR1], e.g. BR[32] and ESSA3]

This less thaoptimal situation is clearly recognizdry the ECOToo many European citizens feel like
they have different opportunities in certain parts of Europe than they do in others. We need use all
the tools at our disposal to put this right[10] and amore seamless, fully interoperableligital
ecosystemisa SSy | & 2y S [HghalisatiirScarSbecordezafdéci¥ive @nabler of rights and
freedoms,allowing people to reach out beyond specific territories, social positions or community
ANRdzLJAZ YR 2LSyAy3 yS¢g LRaaArAoAftAidASa G2 €SHNy:
will enable a society where geographical distance matters lessause people can work, learn,
interact with public administrations, manage their finance and payments, make use of health care
systems, automated transport systems, participate to democratic life, be entertained or meet and
discuss with people anywheie the EU, including in rural and remote arédd4] TheMember States
recentlydeclaredn Berlini K ScixdBminon political commitment regardirie stated priorities with

a view to ensuring high quality, useentric and seamless crebsrder digital public services for
citizens and businesses in developing a futomented European Single Markéf5]

More specifically, the Berlin Declaration commitso G NBYy 3G KSy 9 dzNRLISQ& RA IA
interoperability by establishing common standards and modular architectufels;which is perfectly
Ay fTAYS 6A0GK 9LC wSO2YYSYyRIGA2Y opY a5SOARS 2y
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coupled service components and put in place amdintain the necessary infrastructure for
establishing and maintaining European public servid@$.and EIF Recommendation 3é@Develop a
shared infrastructure of reusable services and information sources that can be used by all public
administrationsé [2] This call for a modular, loosely coupled architectaiso resonates in the
regulatory provisions of the Open Data Direcfivkthat in Article 5 commits to the availability of data
GOALF adA bl Ry FeNx¢ (ky R KI -teadhbNBaccessibfyihdabieratokrd y S
usable, together with their metadata. Both tifigrmat and the metadata shall, where possible, comply
GAGK F2NXIFE 2Ly aidl yRINRadé

Administrative Structure of the Union Past Approach to European Interoperability One Network for Europe (ONE) - Vision

DSM Ecosystem

EU interoperability layer

__________ -|— == Subsidiarity

s ][ ws- J[vs 27

Figure2: Emergence of a European Ecosystem

These policy and regulatory advancements cleanlyisionONE seamless, modulatandardsbased,
looselycoupled, European ecosystem thdissolves theexistingnational silosas shown irFigure?2.

The E@n their 2030 Compass also sitgstential projects under the Recovery and Resilience Foaid

would constitutevery promisingg O2 Yy ONB G S a G S LIBuildirg) & tomiRon and miiiti JA a A 2
purpose parEuropean interconnected data processing infrastruciuoebe used in full compliance

with fundamental rights developing retime (very low latency) edge capacities to serve-ezd S N& Q
needs close to where data are generated (i.e. at the edge of telecom networks), designing secure, low
power and interoperald middleware platforms for sectoral uses, and enabling easy exchange and
sharing of data, notably for Common European Data Spafhs;

2.3 Peoplecentricity and Sovereignty

A third aspect of the longerm ONEvision is peopleentricity. The Declaration of Digital Rights and
Principlesk S I R f Ghgp@ril: Patting people at the centre of the digital transformatidg] and

SELX A OA it &he&EU VisipSfBr diitél ltransfaimation puts people at the centre, empowers
individuals and fosters innovative businessg8] several timesn the overall textThis is mirrored by

the Lisbon Declaratiaorthat callséfor a model of digital transformation that strengths the human

dimension of the digital ecosystem with the Digital Single Market as itséd@4.The assertion that

oCitizens no longer feel in ntvol over what happens with their personal dateXpg3] fuels the vision

of I [..the humancentred, secure and open digital environmétitat] should comply with the law,

but also further enable people to enforce their rights, such as thegitghprivacy and data protection,

freedom of expression, the rights of the child and consumer rigfjté. KA & YSIya GKIF G aLy
space, weBSR (2 YIS &4daNB GKIFIG GKS alFYS NAIK@R OGKIF G

A central notion of the peopleentricity appearsto be digital selfdetermination, sometimesalso
NEFSNNBER (2 aaz2dSNEB A \SaBdveredyy Identiy 3BT Ahé RasidratiBraglist { S S
i K ITiust i& the online world also means helping consumers take greater control oéspainsibility

for their own data and identit{.[3]. According to the Berlin Declaratiofor examplegEvery citizen

and business in Europe shoulé able to navigate the digital world with confidence and in a- self
determined manner. Users should be further empowered to manage their digital identity and to
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protect their personal data and privacy onliégs] 6 S O It feoplé of Europgshould]maintain
autonomy by keeping control over their data and its €46] The idea ofelfdetermination is also

picked up and further detailed in the Declaration of Digital Rightsa ( A LJdziThat{the}right[6f K I § &
personal data protectionincludesthe control on how the data are used and with whom they are
sharedg [8] TheproposedEUDIW[16][17] is a very concrete operationalization of tkmbition for
selfdetermination providing boththe functionalityfor electronic identification andor the sharing of

data in form ofElectronicAttestations of Attributes (EAA) under full control of the user.

The aspect of selletermination is closely linked with the aspect of sovereigiitthe strategic level

This iscrucial forattaining the ONE visian 0 S (DigitaBsdverdignty is key in ensuring the ability of
citizens and public administrations to make decisions and act in-deselfmined manner in the digital
world.€ [5]. Stated differentlyif the means of the DSM are predominantly controlled by companies
and governments outside theuropeanJnion,then the individual selfletermination is at the mercy

of powers beyond the democratic control of theople of EuropeConsequentlythe EC plans to
ocarefully assess and address any strategic weaknesses, vulnerabilities amdkidgpendencies
which put at risk the attainment of its ambitions and will need to accelerate associated investment.
That isthe way for Europe to be digitally sovereign in an interconnected world by building and
deploying technological capabilities in a way that empowers people and businesses to seize the
potential of the digital transformatiornp X¢4]

2.4 Inclusion

Inclusion is one Europearaluethat is prominently represented in current policy documentsthe

digital. 6A new digital divide has also emerged, not onljmeen wellconnected urban areas and rural

and remote territories, but also between those who can fully benefit from an enriched, accessible and
secure digital space with a full range of services, and those who carjdptnclusion is hence an
aspectthat is best treated in its two facetpersonalandeconomic inclusion

Personal inclusiom the objectives of the EC for 20means that...] that democratic life and public
services online will be fully accessible for everyone, including persons with disabilffipgin
objective shared by the Member States in the Berlin Declaratiéhl (i T @Isaf is afiskakeils trde
digital empowerment of our citizens who want to benefit from a digitalised world. Everyone should be
able to seize the opportunities offered by dajisation. No one should be left behigd5] and
culminatinginthe O 2 Y Y A (i Y S ydidigiiaPtransfdrhation that leaves nobotighind. It should
notably include elderly people, persons with disabilities, or marginalised, vulnerable or disenfranchised
people and those who act on their behalf8] in the interinstitutional Declaration of Digital Right and
Principles

Inthe business arena, inclusion meahs tsupport [of the]digital transformation of both innovative

and nondigital SME$..]. The objective is to achieve aghilevel of digital intensity, leaving ftme
behindg [4] To do so, companies, especially SME raelied experts, investmenh innovationand

a Hrictionless single market, unhampered by diverging local or national regulations that increase
administrative burdens for smaller companies in particélgs]

2.5Free Flow of Data

The ONE vison cannot ignotiee aspect of the datariven economyThe Open data principle of EIF

from 2017 G K G F 2 Oesashg mahineeadable data for use by others to stimulate
transparency,dir competition, innovation and a datdriven economyg [2] has maturednto the Open

Data Directivehata G A LJdzf | G SR (G KI G R Ushall BedgefsGoRe fod ddmnigdazal brA O 0 2 R
non-commerciallLJdzNJ1.J2 [&] SThebeitonomic logic of thidevelopment isdescribedby the EGas

follows. éFor the development of many products and services, data needs to be widely and easily
available, easilyaessible, and simple to use and process. Data has become a key factor of production,

and the value it creates has to be shared back with the entire society participating in providing the
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data. This is why weeed to build a genuine European single marfketdata- a European data space
based on European rules amdlues[3]

From the above follows that itappears sensiblefor the ONE visionto fully embrace EIF
wSO2YYSYRIFIGA2Y nHY at daedddbie, Koradpifewdry fBrinats: Enduge thatl OK A Y ¢
open dda is accompanied by high quality, machieadable metadata in noproprietary formats,
including a description of their content, the way data is collected and its level of quality and the licence

terms under which it is made available. The use of comrmabularies for expressing metadata is

NEO2YYSIRSRDE
2.6.Secureand Trusted Environment

That ONE must bbuilt asin a secure andrusted online evironment might appeapbviousand the
aready5 A3A Gt al N} SG {GN) GS3e TaadDigiat Jidglé Market inkshlie S NEB

built on reliable, trustworthy, higispeed, affordable networks and services that safeguard consumers'

fundamental rghts to privacy and personal data protection while also encouraging innovafign.

More recent policy documents confirm and further detail this noti@he Member States, for example
Sadl of Areéd$orensiir«tSat the European Union further strengthens its pioneering role in the

research on secure and trustworthy technology desand that the opportunities of Emerging

Disruptive Technologies (EBTp] and (i K |-taiensire a free, open and safe digital domain and
enhance soeal trust, fundamental rights and security should be integrated in all policies with a digital

dimensiong [5]

As matter of fact, securityby-designand privacyby-design are today widely accepted principles for

the digitization of the public sector arate dissipating increasingly also to the private setdothe
degree that European citizen may consider ftast of their Digital Rights:

o a9 @S NsBoRlyHave access to digital technologies, products and services that are safe, secure,
and privaclJNBR 1 SOUA O8] 68 RSaAIy dé

o G9PSNE2YyS Kla (KS NARIKG (G2 GKS O2yFTARSYGAItAGER

electronic devices, and no one shall be subjected to unlawful online surveillance or interception
YSI adiRba o¢
In addition, thedeclaredDigital Rightlearly show thathe vision of a securand trustedenvironment
goes far beyond technical questiolike E2E encryptiortp the functional aspects anthe rules
engrained in the digital environment

a  OEveryone has the right to freedom of expression in the online environment, without fear of being

censored or intimidated.[8]
o oEveryone should have the means to know who owns or controls the media services they are

usingé [8]

It is in this contextof trust, in addition to people centricitycf. sectionl?), that highlightshow
fundamental the EUDIWL6][17] proposition isconsidered to be fothe longterm benefits of a
seamless DSM ecosysterin the words of the Berlin Declaratian A (i

0 K NR dz3 K

interoperable electronic identification and trust services étgctronic transactions available for each
European resident and providing trustworthy, usentric, accessible and reliable public services and

informationi [5]

aSOdNAGe Ay GKS RAIAGHE

A & S@hdthdzi S R

a4 LIK SNB

0e

Trust and securityhowever, als@resenta polarityto privacy andseltdetermination (cf. sectiod?).
Fake newsthe application of targeted ackrtising to political propagandanternet trolls and online

grooming areall symptomsof afree online environment that point to the legitimate interest to know
who saidivrote/publishedwhat and whenThe Berlin Declaration, for exampei I G S Buropedrt
democracy must be protected from both disinformation and outright attacks on elections with due

02
wX 8

a

respect for the freedom of expression. All citizens should be able to verify the authenticity of online
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information, websites and applications. Evergorespecially children and young people, needs the

best possible protection from malicious cyber activity like cyber bullying, mobbing or groéiting.
Balancingk S N3 IS OGé F2NJ FNBSR2Y 27T wiltthdnBuiremereéty | y R L.
LINE@SyidG avYltAOA2dza Oe o Sahdourd@indediic Sodidty asid widedlheh y 3 A Y R
a central challenge iattaining ONE vision dffie Digital Europe.

2.7 Role of the government

The longterm vision that emerges from the analysis of current policy documemglies a
transformation inthe role played by government and public administratiddew roles areemerging
andexisting roles arslowlychanging.

This starts withthe fundamental role of theggovernment as regulatothat we see reconfirmed and
widened ina Digital EuropeA DSM ecosysterthat is secureby-designand privacyby-design, is non
discriminatory and seamless across Eurapéd adheres to European norms and values, respecting our
Digital Right$7] is a rulebasedsociotechnical system that demands regulation at a detgiled even
technicallevel.

Bxamples of this are ImplementingActs (IA)that put forward the dorganisational and technical
specifications of actual information systems, like the OO[IS] or the long list of 1As that are

mentioned in the proposed elDAS revis[@B]. Weobserve some level of struggling to come to terms

with this new detailedlevel ofregulating sociotechnical system. to find the right balance of what

needs to be enforcetly law(incl. IAs)and what can be covered by different governance approgche

including but not limited to standardsAn example of the latter is recit@b of the Digital Markets Act:

¢ KS AYLX SYSyiGlFGAz2y 2F &a2YS 2F (GKS 3IIFG§STSSLISNEQ
data portability or interoperability could biacilitated by the use of technical standardff]

These same dynamiegply to theexecutive function of governmentif ensuring a level playing field

Ay (KS 5 {that rile¥ a@blying ¢¥fling from competition and single market rulesonsumer
LINEGSOGAZ2Y T G2 AydStt SO0 dz €shduNRsoipplfiodlife. GohstrmetsA 2 y |
need to be able to trust digital products and service just as much as they would anye§8er.
Information system argby their very naturerule-bases systemd-or a seamless DSM ecosystem to
function, they will need to bebecomeW NXzt S-baael sybténa B amounts to the automation of

parts of the executive function ajovernment, becausenuch of the behaviour of our information

systemsg fully automated without direct intervention or control of a humatt is worth mentioning

that thisA y Ot poRIi§ éterests that gdeyond competition or economic consideratiohf8] Very
FINIo0oSe2yRZ AF ¢S O2yaAi RS NEuUrdpdanvalgeS antl éttital fuldsdd { Ay 3 |
social and environmental norms must apply also in the digpgateg[3]

A nové and much more operational rolsthe stewardship of the DSM infrastructure which follows
fromiG KS O2 Y Y Afoswesng tespengible candiligent action by all digital actors, public and
private, for a safe and secure digital environméj@} The majority of thesystems making up theSM

as well as the majority of therganisation providing them will ndte part pf the public administration
The interoperablesaveand securdunctioning of all systems making up tB&M ecosystem cannot
be ensured by juridical mearadonefor two reasons first, reaction time and second, a much wider
scope of compliance timathe distinction between legal and illegal behaviour. Stated differently, a
service levebverrun and even a data breach is by no means always a legal question, but nevertheless
requires corrective actionAs a consequent, government must assume a inléhe operational
governance of the ecosystem that extendsll beyond the systemthat are operated by the public
sector.

Another, quite obvious role is the role agrovider of digital key servicesdPeople are free to work

and relocate and businesses are free to trade and operate in all EU Member States. In doing so, they
inevitably have to interact electronically with Member State public administratd@$The reasoro
NBadNROG G KA af veilydvell Biplige® by&lls piiacipl® $aiWhere possible, public
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FRYAYAAUNI GA2Yy A &K2dzZ RdminStéfve pic2essisk that ddés nof providal A y 3 |
public valueg [2] This means not only to cut bureaucratic red babdt also to concentrate on séaces
that provide public value.

Some of these key servicag associated \th the role of thegovernment agrusted party. This role
isincreasingly imporand cannot be overstatedor Europe to truly influence the way in which digital
solutions are developed and used on a global scale, it needs to be a strong, independent and
purposeful digital player in its own right. In order to achieve this, a clear framework that promotes
trustworthy, digitally enabled interactions across society; peopleas well as for businesses, is
needed. Without thigocuson trustworthiness, the vital process of digital transformation
cannotsucceed [3] Onespecifickey servicethat governmentprovidesin their role astrust party is

the digital identity, whichwill receivea major update with the EUDIW16][17]. The DSMwill greatly
benefit, if participantsin digital interactionsand especiallydigital economictransactionscantrust in

the identity of their counterpartbecauset is guaranteedby their government.

Next to regulation and taxation, subsidiesare consideredthe third important meansavailableto
governmentfor steering societl developments dn an evershrinking world where technology is

gaining in importance, Europe needs to continue to act and decide independently and reduee over
reliance on digital solutions creaté&lf & S ¢ RBBTNIEn@ansthat for the digital transformationof

Europeto suceed and to safeguardour strategic sovereignty government acts as co-investor in
digitalinnovation: ¢ KS / 2YYA daAz2y gAff LlJzNBdz2S GKS 9!4 & RAIA
country projects combining investments from the EU, Member States and the private sgdpr

Onesspecificaspect ofinvestment in innovation in the information economytiet this investment

goes beyond technological innovation to include operational expenses in the startirsg jofiam

enterprise Thisupfront investment in operation is required to create thetical masso thatpositive

network externalitiesgrow beyonda valuethresholdthat can sustain theinderlying operation. It is

this logic[25] that leads to the new type of naturahonopolies thatard f a2 | y26y | a a@S
LJ | { H62 NBe dandestment irproviding every European citizen with an EUDIN¢|uding the

investment in public services to providétestations to these wallets and to use these attestations in

public ®rvice encounters must be seen asnarketlevel, up-front investmentin such critical mass

This should benefit European stanps and SM by enabling therto offer innovative digital service

and products in the DSM

The abovementionedinvestmentin the EUDIMOF Y 6S dzyRSNRG22R | &he2y S
public sector has an important role in stimulating digital transforma&i¢h0] The stimulation of the
digital transformation, however, goes much further than that and hinds to the role ojdernment

as community leaderThe Member States in the Berlin DeclarationadkBowledgehe publicsector

asan essentialelementfor the EuropeanSingleMarket and a driving force for new and innovative
technologicakolutionsfor publicservicesand societalchallengesPublicauthoritiesat all levelsmust
leadby exampleto strengthenthe tenetsof the EuropeariJnionby adoptingthe followingcornerstone
principlesin the digital sphere [5].

2.8 Crosssectoral Governance on European Level

(Vp])
m:

The eighth aspect of the ONE vision that we can derive from current policy documents is the
emergence of arosssectoral governanceEIF stateshata | A 8 G2 NA OF £ t @ X | LILIX A OF G A
systems in public administrations were developed in a bottgmfashion, trying to solve domain
ALISOATAO | yR [2] AGobldtion tIN®umterSthisa dbvelopmeris described in EIF
Recommendation 32and builds on the role of the government as commumésder. 6Support the
establishment of sectespecific and @sssectoral communities that aim to create open information
specifications and encourage relevant communities to share their results on national and European
platforms£[2]
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Theemergence of a crossectoral governances additionally fuelled byealisation thatthe regulatory
meansavailable today struggle tdeal with the level of governance required to develop, evolve and
operate a sociotechnicalcosystem, as mentioneat the beginning oection2.7above.The proposed
Interoperable Europe Aatouldto be a very important step iastablishing such a governarke L i & o P ¢
lays down measures to promote the crdsarder interoperability of network and information systems
which are used to provide or manage public services in the Union by establishing common rules and a
framework for cerdination on public sector interoperability, with the aim of fostering the
development of interoperable tranEuropean digital public services infrastructdrg®] For the ONE

vision to succeedhis pathought tobe followed further to extendhis governance beyond the public
service domainas a mechanisnio relieve the legislative process fromegulating technical and
operational details and to sygort governmentin the stewardshipof the DSM ecosystem
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3. Analysis of Interview Results

3.1Interview and Analysis Approach

Additional to literature research in chapt@reight European expert$rom the areas of eGovernment,
Interoperability European law an&Slhave been interviewed to gather individual views on ONE
Network for Europe. The interviews habeen conducted along the five EIF IOP layetsegal,
Technical, Semantical, Organisational and Governéocelefinition, please refer to AnndX.

In each interview the interviewee was asked to highlight three solution elenparttayer which are

seen as essential for future shape and content of the network. As the results show, most of the
interviewees named three topics, in rare cases only one or even four topics. Furthermore, each
interviewee was asked to highlight the most important points wittaaking and extra points over all
named topics in all five layers. This has been included in the interview sheets as such (and as one result)
and this interview sheets are available in the Aniéxnonetheless they are not part of the public
results.

Within the process of evaluation, it appeared that it was of main importance to get the wide variety of
answers in concise core exclamations, executed in a4stelti concretion. Therefore, the following six
steps haebeen executed in the evaluation:

1. Merging of all answers within the EIF layer structgral answers with priorities visible

2. Categorisation within the EIF layer structure witbirtbcategories
3. Summarising of the meanings off all individual statements
4. Creation of five mind maps of all summarisadaning for visualisation, indubcategories
5. Merging within one combined mind map, incl. further condensed grouping
6. Deduction of core sentences out of the condensed grouping in the combined mind map
Merging one
combined
Eight individual 1 sheet with all
- — answers within
the five EIF
layers
Definition of
E . 3 sub categories
ummarnsing = within the five
the meanings EIF layers
4 Step 4: Non
Merging one St””g?”t
Mind maps of ErEfes lfollowmghEIF
meanings and 5 mind map, e Ca‘la\,:zrs‘;gzser
sub categories with further eme?ged s
condensed result of the
grouping analyses
Deduction of
core
conclusions
Figure3: Visualisation of the analysis steps
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In the next sections3(2to 3.4) the steps for analysis are included as follows:

o Step lresults are explained in chapt&2 and the questionnaires with all the information are
included in Annex IV

o Step 2results are explained in chaptgr2; the results of step 2 are included in the resulf step
4

o Step Jresults are explained in chapt8r2, the results of step 3 are included in the results of step
4

o Step 4results are explained in chapt8r2and the five regarding mind maps following the EIF layer
categorisation are included in Annex V

o Step Sresults are depicted in chapt&:3

o Step Gresults are included in chapt&r4

3.2 Explanation of Steps 1 to Step 4 of the Analysis

Sep 1l

In the first step of the analysis the pure answers of the eight questionnaires have been structured
within the five EIF layers and caled for a better readability and comparability. The colour code of
the header sections of each answer area serves for the identification of the related questiofinaire
random order)

Interviewed Person 1

Interviewed Person 2

Interviewed Person 5

Interviewed Person 6

Interviewed Person 7

The structured answers of the questionnaire itself exhibits a substantive and autonomous result.
Step 2

In the second step of the analysisbcategoriefiave been deducted from the answers within each EIF
layer, which resulted in first contemelated clusters. This step was conducted as a preparatory work
to the following step 3 (and consecutive step 4).

Step 3

In the third step of the analysis a summary (of the meaning) to each answer withfultitategories

(of step 2) have been included. For the further analysis these summaries have been taken instead of
the long versions of the answers. This step waslooted as a preparatory work to the following step

4,

Step 4
In the fourth steps of the summaries asdbcategoriehave been depicted in mind maps following
0KS 9LC fF@SNJ adNWzOGdzNB & | LINBLI NI G 2f sdhibitg 2 NJ|

a substantive and autonomous result.
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3.3 Analysis of the interviews, step 5: Merged Mind Map with further
condensed grouping of meanings asubcategories

As shown in the depiction above the EIF layer categorisation shifted into anztegyorisation, which
is shown in the following mind map. A recirculation into the EIF layer categorisation is possible in the
following way:

o Legal IORs covered in Governance, especiallémal Governance / EU Governance

o Organisational IORs interwowen inall categoriesalso in the new categoigarmonisation
o Semantical IORJ covered in Architecture, especially3emantics / Automation / Al
o Technical IOFs covered irArchitectureand Data
o Governance IO covered irGovernance
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